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Introduction

Welcome to the instructions for installing Medici release 2019.2, 2019.1.1, and 2018.2.3. This guide
addresses new installations as well as updating existing Medici installations, from 2012.2 or higher.

Note

The instructions for updating from versions prior to 2012.2 are substantially different
than updating from Medici 2012.2 or higher. Call Medici Support at 1-800-274-2711,
ext. 1125343 before proceeding.

All types of Medici implementations are covered: server, client, and standalone. You can successfully
install this Medici release on your own using these instructions.

Important

Wolters Kluwer has made every effort to ensure an error-free installation. However,
if you encounter an error message during installation, call Medici Support at 1-800-
274-2711 ext. 1125343 before proceeding.

Summary for Upgrading Medici

Updating from Medici 2012.2 or Higher

Your upgrade will proceed along these lines:

« Review system requirements to make sure you are up-to-date with all prerequisite software

o Perform and complete pre-install tasks, including the backup of your database and critical files

o The minimum database version is 2012.2. If the database version is less than 2012.2, you will need
to update the Medici database to 2012.2.

« Install the new version of Medici (no previous release uninstall required)

o Perform some post-install configuration

Summary for New Medici Installation

If you have not already, please make sure your choice of equipment for your Medici system is supported
by reviewing the system requirements. You should also have made the decision about your system and
network configuration, that is, whether you are doing all of your Medici work on a single standalone
workstation or working in a more complex environment with server and database servers and multiple
clients. Please visit Appendix F for more details on available configurations and their capabilities if you
need to.

Your new Medici installation will proceed along these lines:

o Review and complete pre-install tasks
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o Install the latest version of Medici

o Perform some post-install configuration



System Requirements

The latest hardware requirements and list of supported Windows operating systems for each
implementation of Medici can be found on the SupportLine web site,
http://www.wolterskluwerfs.com/software/product/?pid=10737425554 Other required software is also
listed.

Note: Only the 32-bit version of Microsoft Office is supported. The 64-bit version of Microsoft
Office is not supported and cannot be used with Medici at this time.

Installation of .NET 4.7.1 or higher is required and must be installed prior to the update and for new
installations.

You can install .NET 4.7.1 using the web installer at https://www.microsoft.com/en-
us/download/details.aspx?id=56115

A free .NET verification tool is available from Microsoft at
http://blogs.msdn.com/b/astebner/archive/2008/10/13/8999004.aspx. You can use this tool to verify
the presence or absence of a particular version of .NET Framework on your machine.

SQL Native Client 11 is required to support TLS 1.1 or 1.2. This client is already automatically installed as
part of newer SQL Server versions (2012, 2014, 2016 and so on). For other versions it is available at
https://www.microsoft.com/en-us/download/details.aspx?id=50402.

Security Settings in Some Operating Systems

You may receive an operating system warning during installation if your current security settings are
preventing the installation of Medici. You may also receive these same warnings when you try to open
Medici. You may need to revisit user permissions or security policy for your operating system before
installing or using this release of Medici.

Special Configuration Required for HMDA Wiz

For HMDA Wiz users, you will need to enable TLS 1.2 as well as Strong Cryptography for your Medici
Client machines. Additional information on how to enable TLS 1.2 can be found at
https://docs.microsoft.com/en-us/dotnet/framework/network-programming/tls#configuring-security-
via-appcontext-switches.
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Pre-installation Tasks

To install Medici successfully there are a number of pre-install tasks that must be performed first, such
as setting a number of permissions and other configurations. The list of tasks is different for an existing
install upgrade and a new install.

Database Backup

Even though the Medici installation is designed to leave your existing database intact, we highly
recommend that you backup your existing Medici database before you install this upgrade. Use the Back
Up task present in your version of SQL Server to back up your database.

Transactions Backup

We recommend that you backup your existing Medici DMTransaction folder before you install this
upgrade.

Delete Numerical DMTransaction\Documenter Update Folder\Subfolders

Important

If you are upgrading from any previous version, you must delete all the numerical
folders found within the DMTransaction\Documenter Update Folder\ location.

Custom Files Backup for Disaster Recovery

For disaster and recovery, a number of files used by Medici should be backed up before installing this
release.

Server Files and Folders

Create a new folder on the same drive as your Medici server named DR Custom Server Files. Copy the
following files from your existing Medici installation to this DR Custom Server Files folder:

o Multiple files in the MediciServer folder:
— DMLic.lic = Your Medici license file
— NumToText.XML (if available)
— Server.ini

« Userdocs folder (if available)

o Encryption Key location — The location of this folder is specified in server.ini, located in the
MediciServer folder. Note this folder location as you will be asked for it during the server install. All
the files in this folder should be backed up.

Important



If you are not sure about the location of your Encryption Keys folder, contact Medici
Support at 1-800-274-2711 ext. 1125343 or technicalsupport@wolterskluwer.com
before proceeding. Backup is imperative since if for any reason you lose your keys, or
they become corrupted, Wolters Kluwer cannot recover them, and any data
encrypted using those keys cannot be decrypted.

Client Files and Folders

On one of your client machines, create a new folder on the same drive as your Medici client named DR
Custom Client Files. Copy the following files from your existing Medici Client installation to this DR
Custom Client Files folder:

o Multiple files in the MediciClient folder:
—  CustomNPIl.xml
-  LW.ini
— Macros.ini
— RMDisplayVars.xml
— PDFSettings.xml
« Inthe MediciClient\Databases folder:
- Mbnk.mdb
« Multiple files in the MediciClient\Word Automation folder:
- Amort.xls
— Bank_FindReplace.mdb
— BankSpecific.dot
— BankUseOnlyText.rtf
— UFormat.ini

— Anyand all .bmp files, that is, logos

Note

Please be aware that we are no longer shipping discs containing custom content as
the upgrade process preserves all customizations. If you require a copy of your
custom content please, contact Medici Support.

Operating System Permissions

The person installing Medici will need to have Administrator user permissions on the Windows
operating system where the installation is being performed.
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Database Permissions

Database permissions and users that you established for earlier versions of Medici will work with this
release. Note the credentials chosen at install time will need to have the DB_Owner access at a
minimum to the database being upgraded, and sysadmin permissions on the SQL Server to upgrade an
existing Medici database. These roles are only required during the upgrade process.

The application server’s SQL credentials will need DB_reader and DB_writer access to the SQL database.

Database Backup File Location

A database file containing the details of your institution was created for you as part of the product
purchase. You will need this file and its location during the Medici installation.

Note

If you are performing a remote Medici database install, the SQL Server service
account must be granted access to the share where the database file is located. This
service account is not the same account as your SQL Server login.

License File
As part of your product purchase you should have obtained a Medici License Key file, DMLic.lic.

Store the Medici License file at a location where it can be easily accessed by the installation program.
You will be required to enter the location of the file during the installation of the server.

Medici Encryption Keys

Encryption keys are used to encrypt and decrypt your database information and other sensitive client
data that the application may use. Create a folder to house your Encryption Keys. An example folder
name is MediciKeys. Locate the Encryption Key folder on the same machine as the Medici Application
Server. Note this folder location as you will be asked for it during the server install.

You must have full control over the folder location during the installation, because Medici needs to write
and save files in this folder.

Warning!

For security reasons, Medici creates your key files for you as part of your product
purchase process. Once this process is complete, immediately make a backup of the
files. If the files are lost or become corrupted, you lose access to your data within the
system, such as customer information, transaction passwords and so on.

If you lose your files or they become corrupted, Wolters Kluwer is not able to provide
assistance in decrypting your data. The keys are unique to each institution.
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Operating System Permissions — New Installation

The person installing Medici will need to have Administrator user permissions on the Windows
operating system where the installation is being performed.

Database Permissions — New Installation

The installing user should have the sysadmin rights within SQL Server to create a new Medici database.
You should have remote SQL permissions to perform a remote database installation.

Note

These permissions are needed by the login being used for SQL Server access. These
permissions must be granted to that login on the SQL Server instance where the
install is being performed.

DMTransaction Path

Medici uses the DMTransaction folder to create the transaction files and output documents for all loan
transactions. Prior to the installation, you must create a DMTransaction folder. This folder can be
created on your local machine if you are doing a standalone installation.

If you want to share the transactions across a network on a network share for multiple Medici clients,
you will need to create the DMTransaction folder on a shared network resource, for example,
\\Fileserver\Sharename\. When creating the folder, you need to have full control permissions to the
DMTransaction folder and subfolders, and the DMTransaction folder must be shared. Additionally, each
Medici user needs to have the same network access permissions to this folder so all Medici clients can
see and access documents generated by all other clients.

Note

Any machine that houses the DMTransaction folder needs to have its free disk space
monitored on a routine basis. The transaction files increase in direct relation to the
number of loan documents created.
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Installing Medici

The installation will be similar whether you are beginning with a new installation or are upgrading an
earlier version of Medici. The Medici installation will collect information in the following order:

« Install Choices

« Database (if selected)
o Server (if selected)

o Client (if selected)

e  Finishing the install

o Post-install configuration

Note

If these features are spread across multiple machines for your Medici configuration,
you will need to install the features in the following order: Database, Server, Client.

The choices you make as to which features to install will depend on your selected or existing
configuration. If your server and database are hosted on separate machines, you will need to only install
the needed features. For standalone installations, you will need to install all three features. For server
configurations on a network, your client machines of course only need the client.

Canceling or Interrupting the Medici Install

You have the option to cancel or to interrupt the Medici installation, both new and upgrades, over the
course of the installation. Click Cancel or the X Windows control available on the top right corner any of
the installation screens. You will receive a message asking you to confirm that you wish to cancel the
installation.

You may also receive a notice the install has been interrupted after you receive a message that one of
the prerequisite software requirements is not present. You will need to correct the problem and restart
the installation.
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x

InstallShield Wizard Completed

The wizard was inkerrupted before Medici could be completehy
installed,

Your system has not been modified. To complete installation at
another time, please run setup again,

Click Finish to exit the wizard,

= Back zancel

Click Finish to exit the installation.
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Install Choices

1. To begin the installation for Windows Server 2012 or later and Windows 8 or 10, right-click the ISO
you downloaded for the latest release, Medici_201x.x.x.xxxx.iso, and select Mount.

2. From the root of the mounted virtual drive, right-click Medici_Setup.exe and select Run as
Administrator.

3. The installation program will check if Microsoft .NET Framework 4.7.1 or higher is installed. The
installation will halt if this prerequisite is not installed. Please visit the System Requirements section
of this guide.

4. The Medici Install window will display followed shortly by the installation Welcome window.

il|'¥' Medici Install |

Medici (TH) Commerical Lending
Documentation Solution

Yersion 201 XX X 000

WF3 Support Website

Download Installation Instructions

Install Medici

Conkack Ls

:3! Wolters Kluwer

Financial Services

Installshield

Please continue to read this Installation Guide as well as the Release Notes before proceeding with
the installation. If you have any questions, click Contact Us for mailing, phone, fax, and web-based
contact options. When you are ready to continue the installation, click Install Medici.

5. To proceed with the installation, you must accept the Documentation Agreement indicating you
have read the release documents.

14



Document Agreement

Please read the Following document agreement carefully,

Before you install...

Be sure to read the Installation Guide and Eelease Notes before continuing
with this mstallation. A hnk to the Installation Gude and Eelease MNotes can
be found on the Medici Welcome Screen

If vou have not read the Installation Guide or Eelease IMotes, click Back to
return to the Medict Welcome Screen to rewiew this information before
Contining,

{1 have read the Installation Suide and Release Motes.}
{~ I have not read the Installation Guide and Release Motes,

InstallShield

< Back I Mext = I Cancel

6. Click Next.

7. Select the Setup Type for your installation. If you are upgrading from 2010.1 or higher you will not
see this screen.

x

Setup Type

Please select a sekup type,

" Medici Client Only

Only the client will be installed,

Choose which Medici Features yvou want installed and where they will be
installed, Choose this option ko install the database Feature only, or the
server Feature only, or any combination of the client, database, and
server Features,

Imstallshisld

< Back I Mexk = I Cancel

Each selection will give you different installation options:

« Client. This choice will install only the Medici Client. If you choose to install only the Medici client,
proceed directly to Medici Client Installation for more details.
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« Custom. This choice will be used to install different configurations of Medici server, database, and
client. It allows you to select the individual feature you want to install or to select any ccombination
of the features you want to install.

Click Next.

8. Select the desired features that you want to install or upgrade. This screen only appears, if you
selected Custom. If you are upgrading from 2010.1 or higher you will not see this screen.

Medici Custom Setup

Please select the Medici Features to install on this machine,

MediciDatabase Fe.ature Descrfpij'lon -

MediciServer This Feature will install Medici
Clignt.

MediciClient

=) This Feature will be installed on local hard drive.

=38 This Feature, and all subfeatures, will be installed on local hard drive.

=1 This Feature will be installed when required.

¥ This Feature will not be awailable.

Imstalshield

< Back I Mext = I Cancel

Important

You must select all of the features you wish to install at the same time from this
screen. If you install only one feature and then decide to install another later, you will
first have to uninstall your original choice and re-install it along with your additional
choice. It is important to understand the server/client/database configuration you
wish to install or upgrade before selecting.

When considering how to install each feature note that only the MediciDatabase feature can be
upgraded remotely. The MediciServer cannot be upgraded remotely and must be installed machine-
side. The MediciClient cannot be upgraded remotely and must be installed machine-side. The table
below indicates which features to select for various Medici configurations:

Standalone Select all three features: MediciDatabase, MediciServer, and
MediciClient.
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Remote database with  Select all three features: MediciDatabase, MediciServer, and
server/client on MediciClient.
another machine

Separate database and  |nstall the server at the server machine. The database can

server also be remotely installed from the server machine at the
same time. Choose MediciDatabase and MediciServer. Do
not choose MediciClient.

Database only The database can be remotely installed from any machine or
at the machine hosting SQL Server. Choose MediciDatabase
only.

Server only Install the server at the server machine. Choose

MediciServer only. Do not choose MediciClient.

Client only Choose only MediciClient and install at each client machine.

Choosing only the client feature will install just the Medici client. This option is the same as selecting
Medici Client Only on the earlier Setup Type screen.

Note

If you are doing a client-only installation, please proceed directly to the Client
Installation portion of this guide.

Note

If you receive an error indicating the SQL Native Client 11 is not installed, you will
need to Cancel the installation. Please visit https://www.microsoft.com/en-
us/download/details.aspx?id=50402 to download the SQL Server Native Client 11.
After installing it, restart the Medici installation.

9. Browse to the location where you want to install Medici on your system. If you are upgrading, you
may not see this screen; the installation will use your existing file location.
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Maedici File Location

Please select the location of where you would like to place vour Medici Files

Medici File Location:

C\Medicit Browse |

Installshield

< Back

Cancel |

Depending upon your configuration choices, the following folders will be created:

e Medici Client <User Selected Location>\MediciClient
e Medici Server <User Selected Location>\MediciServer

o Medici Database  <User Selected Location>\MediciUpgradeFiles

Note

If you are installing onto a 64-bit operating system, you cannot choose a 64-bit
designated file area for the installation of Medici. You must choose a 32-bit
compatible area.

10. Click Next.

From this step onwards the installation will proceed on the basis of the choices you made on the Setup
Type and Medici Custom Setup screens.
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Database Installation

This section applies to both new and upgrade installations for the database.

1. Select the existing local SQL server instance from the drop-down for creating or upgrading a Medici
database or Browse to the instances on the network. You can also type in the name of the SQL
server instance. Note that the instance path should include the machine name hosting it.

Medici Database Server

In arder to upgrade or install the Medici database, please enter the
fFollowing informmation,

Please select the SQL server instance For the Medici database;

| MLTWH|SOLERPRESS | Browse... |

Connection information to upgrade or install the Medici Database:

" Windows Authentication
f* 501 authentication using Login ID and password below:

Login ID: |

Password; I

MOTE: See installation instructions For details on the SQL permissions needed ta perform an
upgrade or new install of the Medici database.

Installshield
< Back. | Mext = I Cancel

Select the authentication type you use:

« Windows Authentication. The credentials of the user currently logged into the machine from where
this install is being performed will be used. This option is selected by default.

o SQL Authentication

— Login ID: Login ID must be a valid SQL Server Login that has access rights to the Medici SQL
Server Database.

— Password

For an existing database upgrade, the credentials entered must have "DB_Owner" rights at a minimum
on the database being upgraded and sysadmin on the SQL server.

For a new install, the credentials entered must have sysadmin rights
Click Next.

2. The install will verify the SQL Database connection and will display one or more error messages if a
connection cannot be made. You will need to edit your login or authentication type until the
verification is successful.
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3. Next you will be asked to select Create New Medici Database for new installs or Select Existing
Database for upgrades.

Medici Server Information

Please select "Create Mew Medici Database” or "3elect Existing Database”, I wou select an
existing database click Browse to select the existing database,

" Create New Medici Database

¥ Select Existing Database:

Please enter the Medici Database Mame

| Browse... |

InstallShield

< Back I [t = I Zancel |

If you are doing a new install, you will select Create New Medici Database and proceed to the For New
Databases section of this guide for the next steps you need to perform after clicking Next.

If an existing database is chosen, you will need the database catalog name. Click Browse to locate an
existing database from the SQL server instance. The minimum database version is 2012.2. If the
database is less than 2012.2, an error warning displays, and the installation is interrupted.

Click Next.

4. On selecting a database for upgrade, the install will verify if it is a valid Medici database. If it cannot
verify the database, you will receive an error. Please review your database selection and try again.
Once the verification is successful, the install will ask to verify that a backup of the database has
been created prior to proceeding. After confirming that the database has been backed up, select the
acknowledgement checkbox. Click Next.

20



i'é’- Medici

Database Backup Reminder

A backup of the Medici database should be performed before updating the progran,

If you hawe not completed a backup of the application Meadici database, click "Cancel” to
exit the installation,

If viou have completed a backup of the applicable Medici database please select the
checkbox below and select "Next” bo proceed with the installation,

I T acknowledge that T have backed up the applicable Medici database, i

Installshield

< Back I Mext = I Cancel |

5. Enter a location for a backup of your SQL database. The path must be relative to the SQL Server
instance your Medic database resides on. The ID of your SQL Server Service must also have access to
this location. Click Next. This does not replace the backup you should have created prior to
installation.

15 Medici ==
SQL Database Backup Directory 4 ‘
During the upgrade process, a backup of wour 301 database wil be created. This

backup does nok replace the backup wou should create prior to running the
installation.

Flease enter a location for the backup to be created in.

{Required Information)

NOTE: The path pravided must be relative to the SQL Server instance your Medici database
resides on, The ID of your 30L Server Service must also have access ko this location.

Installshield

[ < Back “ BMext = [ Cancel I

This completes the database feature install data collection for Medici. If you are doing an upgrade
database-only install, you will receive the Ready to Install screen. If you are doing a new database
install, you will proceed with your new database installation. If you are also installing the Medici
application server you will proceed to collect the information needed for the Server Installation.
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For New Databases

1. After you have indicated you want to create a new Medici database, you will need to acknowledge
that you are creating a new database and not attempting to upgrade a previous installation.

MNew Database Install Confirmation

Please read the Following information carefully,

If this is an update from a previous version, click "Back” to go back and change the
database server settings.

Select the confirmation checkbox to click Mext ko proceed with the installakion,

W I wank ko create a new Medici database and I acknowledge that no existing data
ill be retained.

Installshield

« Back, I Mesxk = I Cancel

Click Next.

2. Enter the name of the database you want to create for the Medici application.

i Medici

Medici Database Setup

Please enter a name for the Medici database.

Database Mame: |

The SQLServer instance has the Following defaults:

SOL Server selected: MMOZLP LMEUMANT! Test

SOL Data Path relative to the SQL server: default location will be used
S0L Log Path relative ta the SOL server: default location will be used

InstallShield

< Back I Mext = I Cancel I

The screen displays the fully qualified SQL Server instance name where the Medici database will be
installed.
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Also note the SQL Data and SQL Logs will be created in SQL Server’s default location. Click Next.

3. Browse to the location of the database backup file, with extension .bak, created for your install by
the Wolters Kluwer Professional Services as part of the purchase process.

Note

If the .bak file is on a separate machine, you must have access permissions to it. The
user profile under which the SQL Server instance is running needs access to this
location. The user profile the install is running under, likely your own, does not need
access to this location.

Backup File Location

3L Backup File:

Installshield

< Back | Mext = | Cancel |

The selected backup file will be used during the Medici install to create your Medici database.
Click Next.

4. The install will check if the selected backup file is valid and will display an error message if the
selected file is not a .bak file or you do not have permissions. Please make corrections and proceed
again.

This completes the new database feature install data collection for Medici. If you are doing a database-
only install, you will receive the Ready to Install screen and can proceed with your database installation.
If you are also installing the Medici application server you will proceed to collect the information needed
for the Medici application server.
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Server Installation

The Medici server installation process and steps are applicable if you have chosen to install the Medici
Server feature on the Medici Custom Setup screen. This applies to both new and upgrade installations.

Note

For a new installation a version of SQL server or SQL Server Express must be installed
and accessible during the server install. The Medici server requires this connection
and the installation will fail without it.

1. Asnoted in the pre-installation section of this guide, you will need the location for your Encryption
Key files and the file location for your license file. This information is required for both new and
upgrading institutions. Use Browse to navigate to the locations. If you are upgrading, you may not
see this screen since Medici already knows the location for these files.

Key File Location and License File Location

Flease select the location where the Encryption Key files are to be placed:

Key File Location: | Browse |

Plzase select the location where the License file was placed:

License File Lacation: || Browse |

Inistallshield

< Back I [Ewt = I Caniel |

2. Click Next. The install will check for both the Encryption Key folder and the License file. You will
receive an error if either is not found. You may need to edit your path.

3. Once the Encryption Key folder and license file are verified, you will be asked for the name of the
SQL Server instance hosting the Medici database. Use the drop down list to select an instance on the
same machine running the install, or use Browse to select other network locations. Note that in all
cases, if the SQL Server is a named instance, the specific name of the instance must be included.
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i'él' Medici

Medici Database Server Connection Properties

Select database server and authentication method

Flease select the database server where the Medici database is installed:

[MLTWHSQUEXPRESS =l [ Browser |

Please select the authentication rmethod For connecting to the Medici database

" windows suthentication

% Server authentication using Login ID and password

Login 10 |

Password: I

Mame of database catalog:

redici Browse, ., |

MOTE: See inskallakion instructions For details on the permissions needed to connect ko the Medici

database,
Imstallshield
< Back I Mext = I Cancel I
Note

The option to select the database server and the database catalog will be disabled if
you have also chosen to install the database feature, as we have already collected
this data. The login credentials gathered here will be used by the Medici application
for connectivity.

4. Select the authentication type you want the Medici application to use to connect to the SQL server.

« Windows Authentication. The credentials of the currently logged in user will be used. This
option is selected by default. This same identity will also be the identity used by the COM+
application which you will need to configure after the install is completed.

o SQL Authentication. The credentials entered into the Login ID and Password fields will be
used.

— Login ID: Login ID must be a valid SQL Server Login that has access rights to the Medici SQL
Server Database.

— Password

The user should have the "db_datareader" and "db_datawriter" permissions on the Medici
database.

5. Click Browse to select the Medici database from the selected SQL Server. Click Next. The install will
now verify the SQL connection and will display an error message if the connection is not verified.
Edit your connection information until the install can verify a successful connection with the SQL
database.
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This completes the collection of information needed for the installation of the Medici server. If you are
installing the Medici client feature you will proceed to collect the information needed for the Medici
client installation, otherwise you will receive the Ready to Install screen.
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Client Installation

These instructions apply to both new and upgrading institutions. To install the client:

Note

If you selected to install or upgrade the Medici server as part of your installation
selection, you will not see the screen in Step 1 since the installation has already
collected this information. You will only see the screen in Step 1 if you are strictly
installing only the client.

1. Enter the network name or the IP address of the server hosting the Medici server installation.

i Medici
Medici Server Information

Plzase enter the Medici Server Mame belaw,

Medici Server Mame:

InstallEhield

< Back I Mext = I Zancel

2. Click Next.
3. Select the DMTransaction folder by clicking Browse. This folder already exists for upgrading users
and was created in the pre-installation tasks for new installations.

Note

For most configurations the DMTransaction folder should be on a shared network
location so all Medici clients can access and share transactions.
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DMTransaction Folder Information

Please enter or browse ta the location of the DMTransaction Folder,

D DMTransackion Folder Location:

MOTE: A shared network location should be selecked For the DMTransaction Folder.

Inshallshield

= Back. ext = Cancel

4. Click Next.

The install will verify if the DMTransaction folder exists and will display an error message if it cannot
find the folder or if the installing user does not have write access to the folder. Please make

corrections until the verification is successful.

After a successful verification you will next be asked to select the preferred method that you want

to use to send emails from Medici.

Email Method

X

Please select the email method used on this machine.

= Cutlaak
" Groupwise
i aMTR

{~ Lotus Maotes

IniskallShield

i Cancel |

< Back
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5. Click Next.
6. If you selected SMTP as the email method on the Email Method screen, you will need to:

o Enter the port number of the SMTP server in the Port # field.

o Enter the name of the SMTP gateway or IP address of the server in the Server field.

x

SMTP Email Information

In arder Far Medici ko wark with SMTP mail, the Fallowing infarmation is nes
wour IT skaff before completing the screen to ensure wou have the right in

Port #: |
Server: |
Imstal Shield
< Back I Mext = I Cancel |

7. Click Next to complete the collection of information for the client install.

A few more steps are required for the installation to complete.

Wolters Kluwer
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Finishing the Install

After entering information for your selected Medici features, you will see the Ready to Install the

Program screen.

x

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

IF wou wank bo review or change any of yoor inskallation settings, dick Back, Click Cancel to
exit the wizard,

Installshield
Cancel |

< Back

1. Click Install. This begins the installation of Medici based on the options you have chosen.
2. Foran upgrade, if you selected the Database feature then the install will upgrade your database.

(=] E3

Medici Upgrade

Your Medici database is being upgraded Medic

Upgrade status:

Making a backup copy of vour Documenter database.., This may take a Few moments, .,

Cancel

Note
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The Medici Upgrade window may appear behind the install screen. You may have to
look behind the install screen to see if the upgrade is finished.

Wolters Kluwer
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3. Ifyourinstall includes the server feature, you will receive some status information from a utility
named Server Ferret. The purpose of the dialog boxes is to give you more detailed information
about the Medici server install up to that point.

i
[The INI file is located at C\MediciMediciS ervert. -

#ML PARSER CONFIRMATION:
ML Parzer Version 3 iz installed.
ML Parser Version 4 iz inctalled.

DCOM INFORMATION:
DCOM iz enabled

ML FILE VERIFICATION INFORMATION:

arorder] xml file found. Pathway good. Date/Time Stamp: 5/13420171 1:34:45 PM

arorder] .=ml file found. Pathway good. Date/Time Stamp: 5/13420171 1:34:46 PM

arorder? wml file found. Pathway good. Date/Time Stampe 5413420171 1:35:08 P

W arorder3.=ml file found. Pathway good. Date/Time Stamp: 541342011 1:35:34 PM

" arorderS.sml file found. Pathway good. Date/Time Stamp: 5/13/2017 1:36:12 P

arorder1 0.sml file found. Pathway good. Date/Time Stamp: 5/13/2011 1:37.16 P

arorder20.=mil file found. Pathway good. Date/Time Stamp: 51342011 1:3312 P LI

Cloze |

4. You may also receive some status information labeled Ferret Findings. These are from the SQL
Ferret, which is specific to the client installs.

L=

Configuration Check:

ML 4 i installed.
=ML 3 iz installed.

| v

DCOM iz Enabled

The INI file iz located at C:sMediciMediciClisnt'

Facade Test Successiul

INIKEY INFORMATION:
Mo blank Keys were found

METwWORE SHARE INFORMATIOM:
Mo Netwark Paths contained in (W] file

Cloze |

5. Please peruse the information from any ferret, especially looking for any warnings flashing in red
text at the top of the box. If you find any, please contact SupportLine. Click Close after reviewing and
the installation will continue. Do not cancel out of the installation if you receive any warnings.

6. Once Medici is installed, you will see the last screen informing you the installation of Medici is

complete. Click Finish to complete the installation and proceed to post-install configuration.
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Post-Install Configuration

After installing this latest Medici release, you will need to perform some tasks before using the Medici
application.

Update DMTransaction Folder for Upgrades

If you are installing multiple clients, you only need to perform the steps in this section once after the
first client install. Do not repeat the steps for every client. The purpose of these steps is to make certain
the updated custom files get automatically copied over to any new client workstations that may be
added to your Medici environment at a later date.

1. Create a new folder called 1.0 in the DMTransaction\Documenter Update Folder\ location.
2. Place the following files from an upgraded client into the 1.0 folder :

e From the MediciClient folder:
- CustomNPIl.xml
- Macros.ini
- RMDisplayVars.xml
- PDFSettings.xml
e From the MediciClient\Database folder:
- Mbnk.mdb
« From the MediciClient\Word Automation folder:
- Amort.xls
- Bank_FindReplace.mdb
- Bank_Specific.dot
- BankUseOnlyText.rtf
- Logo001.bmp and any other logo files

- Uformat.ini

Note

You will need to use files from an upgraded client and not the files created during the
pre-install process for Disaster Recovery. Some of the files may be modified during
the upgrade process.
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Exclude the Medici Client Directory and DMTransaction from Anti-Virus Scanning

Anti-virus software that performs real-time file scanning while running on a machine that hosts the
Medici Client negatively impacts the performance of Medici. Therefore, exclude the Medici Client
directory, and all child directories, from any real-time anti-virus file scanning. Additionally, the remote
DMTransaction path also needs to be excluded from A-V scanning on each machine running the Medici
client.

Permissions to the Medici Client Directory and DMTransaction

Medici users need to have full control permissions to the Medici Client directory, and all child
directories. Additionally, Medici users need to have full control permissions to the DMTransaction
directory and all child directories.

Configure Component Services

COM+ configuration differs depending on the current version of your operating system. Follow the
additional configuration steps in Appendix B to configure COM+ for Windows Server 2003, SP 1 and
above. Complete only the section that applies to your environment.

Appendix D demonstrates how to configure user rights for the COM+ components following an
installation of the Medici Server.

Note

You should only configure COM+ if the Medici Server exists on a separate machine
from the Medici Client.
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Un-install Medici 2019.1, 2018.2.2, and 2018.1.3.

This section describes how to remove (un-install) the Medici application. The un-install behavior
described in this section is only applicable to Medici 2019.1, 2018.2.2, and 2018.1.3.

This un-install feature uses the Add/Remove Program option available in the Control Panel of the
Windows operating system. If you are familiar with removing other applications in Windows, you will
find that removing the Medici application involves similar steps.

Some files and folders remain behind when uninstalling Medici features:

o Uninstalling the Medici Server:

The backup folders and all the contents of the backup folders are retained. These are the folders
and files you saved to the Custom Files folder in the pre-install section of this guide.

NumToText.xml — If you have edited this file, an upgrade or un-installation does not change or
remove this file. You can find the file in the root directory of the Medici Server, for example,
C:\Medici\MediciServer.

License file — This file, DMLic.lic, is not overwritten or removed by an upgrade or un-
installation. You can find the file in the MediciServer folder.

Encryption Keys folder — This folder and its contents are not overwritten or removed by an
upgrade or un-installation.

Server.ini — This file is not removed.

o Removing the Medici Database:

Existing Medici databases are never removed or overwritten.

If you choose to remove a Medici database feature, the only files removed are the database
upgrade utility files.

SQL backup files are your property, and are not removed by the un-installation process.

A log file is created during the installation/un-installation process. The log file is not removed
during un-installation. If errors occur as you remove Medici, you might find useful information in
the log file. The SQL log is found in Log Path relative to the SQL Server.

o Removing the Medici Client:

The DMTransaction folder is never removed or overwritten.
The Client files that are not overwritten or removed by the install:

«  mBnk.mdb
- Bank_FindReplace.mdb
- BankSpecific.dot
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«  Logo001.bmp or other logo files
+  macros.ini

« uformat.ini

. Barcoding info.xml

« Amort.xls

o lw.ini

«  BankUseOnlyText.rtf

- RMDisplayVars.xml

The un-install process will create a backup of important Medici files. These files are saved in <Medici
Install folder>\Install_Backup\<Version Number>\<Date>\<Time>\.

Example: C:\Medici\Install_Backup\10_2 0 1271\4_9 2011\23 35 41\

The un-installation of any Medici feature does not uninstall any files that were not installed as a part of
the Medici feature. So, if you uninstall a Medici feature, any file remains as is, so long as the file was
added after the Medici feature was installed.

Un-Installing Medici 2019.1, 2018.2.2, and 2018.1.3.

To remove Medici:
1. From the Windows Start button, select Control Panel, Add or Remove Programs.
2. From the Currently Installed Programs list, click the Medici application.
3. Click Change/Remove.

‘r:‘ Select Role Services

_ Salact the roky e vices Lo inefoll Tor Spplicafion Sy

Cordeation By v s
Piagress T O 000  iElbmmlifledds
Windkiesl Coxtiic akion Pondwdabien
Mo iy W, Wirilies Word P Foundiafn
CORGa Nelwrk ACOhiE WD and Wirsioon Presentation
TP Pt Barrn Fourelstion {WPF ). Thess frameswris
i wrdcens Procens Actistion Servre Suggert | Diritabed] peirvaie & powserfil nfractnctre for
areatig senunsly conreched senvices,
: e P v, S B, A eih
R - - 2 iseen M e

TP Acthytion:
L] Moamed Pipes fatrvainn
Costribihed Trarcacton
Inecievineg Rsenie Trardactions
Cutgore Remobe Toansctions
WS-l Tranaactions

|
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Appendix A: Component Services Configuration for
Windows Server 2012

COM+ configuration differs depending on the current version of your operating system. Complete only
the section that applies to your environment.

These instructions demonstrate how to configure user rights for the COM+ components following an
installation of the Medici Server.

Note

You should only configure COM+ if the Medici Server exists on a separate machine
from the Medici Client.

1. Search for Component Services in the Start menu.

&) LABWEA1 2HVIMIT WKMNLAE net - Rernote Desktop Connection (=)

Search

A p pS Results for “component Apps

camponent
Apps
Q Settings
i Files

e Intemnet Explorer

1. Select Component Services. The Component Services window appears.

e Component Services |L|£-
%. File Action View Window Help |=|&| %
&= 7w B 6 B j
| 23 Console Root . Actions

#. Component Services 2l :

b i : Component Services =~

p 4] EventViewer (Local) Computers )

b Services (Local) More Sctions »
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2. Tolocate the Medici COM+ Application, expand the Component Services node, the Computers node,
the My Computer node, and the COM+ Applications node. Select Documenter.

%. File Action View ‘Window Help "

o 2E X0 G O [2a] B A
@c le Root == \ \ i
4 .incsz::lponent Services __l j j M"‘:"’

4 [ Computers Components  Legacy Roles
4 (& My Computer Components Mare Actions »
4 | COM+ Applications
3 ? COM+ Explorer
b & COM+ QC Dead Letter Queue Lig
b B2 COM+ Utilities
[ ? COM+ Utilities (32 bit)
b & Documenter
b @ Syster Application
p 1 DCOM Config
v B Running Processes
b | Distributed Transaction Coordinator
b 2] EventViewer (Local)
b L Services (Local)

3. Right-click the Documenter Medici COM+ object and select Properties. The Documenter Properties
window appears.

». = o] x
. File Action View Window [=]#] %]
oo am XO @]
[Z] Console Root General ‘ SEoR) | Actions
a4 B Component Services | E
4 || Computers i Mame: ‘ = .
4 18 My Computer More Actions »

4 | COM+ Applications
b B2 COM+ Explorer
b & COMs+ QC Dead
b €8 COM+ Utilities
b €8 COM+ Utilities (32
b & Documenter
b ﬂ' System Applicatiol
b [ DCOM Config
p ] Running Processes
p | Distributed Transactic
b [d] EventViewer (Local)
2 S., Services (Local)

Description:

Application 10: {562E9B03-2046-41D5-92D 7-411 2808E 067F}

Leamn more about setting these properties.

< [ OK || Cancel H Apply

Note
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If there is no Medici COM+ item on the Medici Server machine, follow the
instructions in Create a Missing COM+ Object.

4. Select the Identity tab and select This User. Enter a user in the User field.

o To make your setup work easier, you can also click Browse to select a user who has sufficient rights
and permissions to be a Local Domain Administrator. This administrator can log into the application
server, run the Application Component, and access any files or folders used by Medici, but is
restricted to operating only on the local machine.

5. Click the Apply and OK buttons to close the Documenter Properties window.

2. Comnanent Services = |[=]]] s
- i ?
B File  Action  View ‘Window H Documenter Properties _ = Ié‘ x
@ =p "\". Fa 3( |__ G ﬂ L4n | Advanced ] . Dump | Pooling & Recycling |
= i Identi vat i —
1 Console Root | Genesal [ Security entity Activation [ Queuing | Actions
4 @ Component Services This application wall run under the following account. S
4 ] Computers ccount Documenter
4 (8 My Computer O Systemn Account: More Actions »
4 [ COM+ Applications Interactive user - The cunent logged on user
b £ COM+ Explorer
a Locsl Setvice - Bull-in service account
b E COM+ QC Deadl
4 ? COM=+ Utilities Network Service - Buill-in service account with network access
b S COM« Utilities (32
b g Docurmenter Local Systern - Complete access to local machine
I+ 5_9 Systemn Applicatiof (®) This user:
[ DCOM Config — —
User: |na\Med|cu.Admnstrator] | | Browse... |

p ] Running Processes

I || Distributed Transactig Passwoid:
3 @ Bwent Viewer (Local)

b G Services (Local) Confitm password:  |[eesssssssssssns

'.o Server applications cannot run under spstem service accounts,

Leam more about setting these properties.

< m 0K || Cancel H Apply

Important

If the Medici database is using Windows Authentication, the user in this tab should
also be set up with permissions to access that database. If no current user meets the
defined requirements, or if there is a need to prevent users from having
administrative access, you must create a new user with the appropriate rights.

Wolters Kluwer 39



6. Right-click the Documenter item and select Start. This starts the COM+ Service for Medici.

. Component Services [= e
®. File Action View ‘Window Help -7
o 2m XE |  3m)
(1 Console Root Actions

BC t Servi
4 omponent Services Documenter -

4 | Computers Components  Legacy Roles )

4 {8 My Computer Components More Actions b

4 COM+ Applications
b 22 COM+ Explorer
b & COM+ QC Dead Letter Queue Lis
p 2 COM+ Utilities
b 2 COM«+ Utilities (32 bit)
b
13

2 Darumenter
\j.‘ Export...
> 0] Start
P E R Shut down
b [ D) .
3 ii| Ewent Viewer Dizable
[ Services (Loc Wiew L

MNew Window from Here
Delete
Properties

Help

7. After you configure the COM+ application, go into the MediciServer folder and run the “Server
Ferret.exe,” This utility will help test the COM+ application locally. When the Server Ferret results are
displayed, pay particular attention to the “Connection Test Information." If the connection test was
successful, the COM+ application is working properly. Anything other than a successful test result
indicates there is a problem with the configurations.

. Server Ferret Results _ (O]
variablemaph.«ml file found. Pathway good. Dates/Time Stamp: 1052752001 12:27:24 PR ;I

vaniablemapl0.«ml file found. Pathwayp good. Date/Time Stamp: 3/21/20012 3:48:08 P
variablernap20. #ml file found. Pathway good. Date/Time Stamp: 3/31/20012 9:27:58 PM

iU Mo VAR (D WVERIFICATION INFORMATION:
bt arlD [1708E] iz carect,

M afarlD [25038] i= comect.

b @i arlD [33002] iz comect,

b awfarlD [3409E] iz carect.

M afarlD [E4E84] iz comect,

MawarlD [121456] i corect.

COMMECTIOM TEST INFORMATION:
SOLServer Connection was successful

Cloze |
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Create a Missing COM+ Object

Create the COM+ object only on the machine where you installed the Medici Server, and only if the
Medici Client does not exist on the same machine. Medici users will have difficulty with communications
if the COM+ object for Medici does not exist on the machine where you installed the Medici Server.
These instructions demonstrate how to create a missing Medici COM+ object.

Note

The Medici Server installations that include the Medici Client should not contain a
COM+ Component.

1. Search for Component Services in the Start menu.

&) LABWEA1 2HVIMIT WEMNLAB et - Rernote Desktop Connection =

Search
A p pS Results for “component ” Apps

camponent
Apps
ﬁ Settings
i Files

e Internet Explorer

8. Select Component Services. The Component Services window appears.

. Component Services (=[x
@, File Action View Window Help L= ]‘5‘ §
e+ 2@ E 6 BE 0E
1 Console Root . Actions

2. Component Services sl ;
E {8l Evenf\.’lewer(Local) Cornputers EomeonentiSenices =
b Services (Local) More Sctions »
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9. To open COM+ applications, expand the Component Services, Computers, My Computer, and COM+
Applications nodes.

. File Action View ‘Window Help

oo nm XE | BE LRz

] Console Root e # e
4 . Component Services *

4 [ Computers COM+ COM+QC COM+ COM+ = -
4 (& My Computer Explorer  Dead Lett.., Utilities Utilities (... More Actions 4
4| | COM+ Applications
b E2 COM + Explorer 3

b £ COM+QCDead Letter QueueLis|  System
b B2 COM + Utilities Application
b5 COM + Utilities (32 bit)
3 9 Systern Application
p (] DCOM Canfig
b || Running Processes
b | Distributed Transaction Coordinator
b [4] EventViewer (Local)
b G Services (Local)

10. To create a new application folder, right-click on COM+ Applications and select New and Application.

%o File  Action  View Window Help

e« 2EXE G O[S E

(1 Console Root
a Component Services *

4 ] Computers COM+ COM+ QC COM+ COM+
2 (& My Compute Explorer  Dead Lett... Utilities Utilities (... Mare Actions

a0 COMia——s =
N i?l New > || Application ||
b a Wiew »
pEC Mew Window fram Here ion
R
b 9 Sy Refresh

p [ DCON Help

p [ Running rrovesses

p [ Distributed Transaction Coordinator
b 4] Event Viewer (Local)
b Services (Local)
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11. The Welcome to the COM+ Application Install Wizard window appears. Click Next.

- | O x
[=Te]x]
Welcome to the COM+
Application Install Wizard # [Actions
Thiz wizard will help you to install or create new applications.
COM+
Utilities (... More Actions »
¢<Back | New> | [ Cancel
12. Select Create an empty application.
........ - | 0 x
N a1~

%?’ Instal pre-bult spplication(s)

~
" Create an empty application.

Computer: My Computer

<Back || Newt> | Cancel

b Install or Create a New Application
Please choose whether you want to install a pre-built application or create an
| emply application, #
COM +
Utilities (...

hMore Actions »

Wolters Kluwer
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13. Enter Documenter as the new application name. Select the Server application option and click Next.

Welcome to the COM+ Application Install Wizard -

Create Empty Application =
Please specily the name of the new apphcation

Enter a name for the new application:
‘Drx_mmd

Activation Type

) Library application
Components will be activated in the creator's process.

®) Setver apphcation
Components will be activated in & dedicated server process.

14. In the Set Application Identity window, select This User.

« To make your setup work easier, you can also click Browse to select a user who has sufficient rights
and permissions to be a Local Domain Administrator. This administrator is able to log into the
application server, run the Application Component, and access any files or folders used by Medici,
but is restricted to operating only on the local machine.

15. After you create or select a user, click Next.

= 4 C i - | O xX
Welcome to the COM+ Application Install Wizard - I l = [
Set Application Identity ,,ih- ]
Please specify the application identity. ‘
:’I Actions
Account COMe COM + Applications £
The application identity will be set ta the follawing account. Components in the application Utilities (... More Actions 14

will run under this account. 1 you are creating more than one spplication, this setting will be
applied to each application.

O Interactive user - the curent loaged on user
() Local Service - Builtin service account.

O Netwark Service - Builtin service account with network access

@ This user.
User | natMedici Adrinistator | [ Browse..
Password: ['-o-o-u- I
Confirm password: ‘ sssseneel |
‘ < Back H Mext > I | Cancel
1]
Important

If there is a problem with the administrator, select another user that has full access
to both the folders that Medici uses and to the SQL Server. Access to the SQL Server
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is only necessary when using Windows Authentication, however. If no current user
meets the defined requirements, or if there is a need to prevent users from having
administrative access, you must create a new user with the appropriate rights.

16. You will be asked to add Application Roles and add Users to the roles. Accept the default role,

CreatorOwner, click Next, and accept the current user. Click Next and Finish.

L

& C

.y

Add Application Roles
Flease add application roles

Add role.

Welcome to the COM+ Application Install Wizard

Bemave

< Back H

Nest >

Cancel

&

COM+

Utilities (...

Actions

COM + Applications

Moare Actions

rs

»

17. Expand Documenter, Roles, and CreatorOwner. Right-click on Users; select New and User. Add the
Medici User Group and click OK.

Wolters Kluwer
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. File Action View Window Help

[=]&]x

o 25 XE G I

(2 Console Root
4 . Component Services
4 ] Computers
4 & My Computer

4 ] COM+ Applications
b 2 COM=+ Explorer
b 2R COM+ Utilities

4 £ Documenter
4 7] Cornponents

4 | Roles

b ‘ COM+ QC Dead Letter Queue Lis

3 i COM+ Utilities (32 bit)

| Legacy Components

4 87 CreatorOwner

2

MNANvid v

b&l|

New » "

3 ’ Systern Applicz
b () DCOM Config
p [ Running Processes
b [ Distributed Transa
b [4] Event Viewer (Local)

Wiew »

Mew Window from Here

Refresh

Help

[ ﬁ Services (Local)

(<] m

| Actions

More Actions »
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18. Right-click on Components and select New and Component.

%, File Action View Window Help HEEIR
e 2@ XE G

[ Caonsale Root IAc!iuns
4 Compaonent Services
a | Computers -
4 18 My Computer More Actions 4
a 7] COM+ Applications
3 ? COM+ Explorer
b ‘ COM+ QC Dead Letter Queue Lis
b 2 COM« Utilities
p 2 COM=+ Utilities (32 bit)
4 £ Documenter

& Co
b Lecl .New » || Component H
i [ Rl View »
b 9 Syster New Window: from Here
p [ DCOM Co I
b Running P _Rtf"ﬁh
1 ] Distribute Help

p 4] EventViewer (Local)
b G4 Services (Local)

(< mn >

Import or install a component
_install a new component o import components that are akeady registered.
Actions

Install new component(s) More Actions »

|mport component(s] that are already registered.
WARNING: This will not register interface and method information.

Install new event class{es).

Documenter
My Computer
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20. Browse to location where the Medici Server was installed. (C:\Medici\MediciServer is the default
location) Select DMFacade.dIl.

21. Click Next and Finish. The DMFacade.dll will be installed as a component.

[=1e] x ]

Install new components
Please specily the file[s] that contain the components you want to install

[]=]x]

Click Add to choose the file(s) that contain the components you want ta install.
Files to install: More Actions >

File Contents

CAMedichMediciServe\DMF acade. dil companents, ypelib
[ Bemove

Components found:
Component Propetties  Interfaces  Installed [ Details
FaudNI COM+ found
IFacade COM+ found
ServerFacade COM+ found

| <Back |I New> 7 | Ccancel |

g R T PTOCESSE
5 Distributed Transaction Coordinatar
b (@] Event Viewer (Local)

> S,, Services (Local)

22. Verify the component folder appears as shown below.

%. File Action View Window Hel

s sE XE | B

[_1 Console Root e e e IAu:tiuns
a . Component Services ~ e
4[] Computers DMFacade, DMFacade, DMFacade, S5 UL
4 (& My Computer FxdNI IFacade  ServerFacade More Actions 4
4[] COM« Applications
b COM+ Explorer
b & COM+ QC Dead Letter Queue Li:
b B2 COM+ Utilities
P g COM + Utilities {32 bit)
4 £ Documenter
p
b @ DMFacade.FxINI
[3 o DMFacade.Facade
[3 a DMFacade. ServerFacade
] Legacy Components
4 ] Roles
4 &7 CrestorOwner
p 1 Users
» D System Application
p ] DCOM Config
p ] Running Processes
p | Distributed Transaction Coordinator
b [d] EventViewer {Local)
b 5 Services (Local)

[<] ] B
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23. Right-click on Documenter and select Start to start the service.

. File  Action  Miew Window Help = IE I x
e 2nE XE G D [Ll=s=
] Console Root IActinns
a . Component Services -
a [ Computers DMFacade. DMFacade. DMFacade. :
4 & My Computer FxINI IFacade  ServerFacade Mare Actions 4

4 [ COM+ Applications
b 22 COM+ Bxplorer
b & COM+ QC Dead Letter Queue Lic
p S COM+ Utilities
b S COM+ Utilities (32 bit)

4 [M¥ Do cusnter
Export.
[ st
Shut down
Disable
I Mew Window from Here
Delete
b 9 Syste Properties
oot LT

p | Distributed Transaction Coordinator
b (4] EventViewer (Local)
b Services (Local)

<| n HRE
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COM+ Disabled in Windows Server 2012

The Medici Server requires an enabled COM+. For both new and upgrade users, COM+ may be disabled
by default in Windows Server 2012.

To enable COM+, open Server Manager, select Add Roles and Features, Server Selection, and Local
Server. Click Next, expand the Application Server selection, and ensure COM+ Network Access is

installed.

= Add Roles and Features Wizard [- To

DESTINATION SERVER

Select server roles LABWEA12HVIA37 WIMNLABNET

Select one or maore roles to install on the selected server.

Roles Description
r v i : COM+ Network Access enables
A fi - 5
O] Active D-lrector}r Cemthente S Application Server to host and allow
[ Active Directory Domain Services remote invocation of applications
[[] Active Directory Federation Services built with COM+ or Enterprise

1 #.
[] Active Directory Lightweight Directory Services bervices components,

[] Active Directory Rights Management Services

[] Distributed Transactions
[[] TCP Port Sharing
[] Web Server (IIS) Support
b [] Windows Process Activation Service Support
[C] DHCP Server
[] DNS Server
[C] Fax Server

I < Previous | | Next>

E‘n Local Security Settings ;IEIEI

File  Action Wiew Help
2B X | 2

@ Security Settings
FHC8 Account Policies
EHC® Local Policies
-8 Audit Policy
@ User Rights Assignmen
@ Security Cptions
(23 Public Key Policies
|2 Software Restriction Policie
.g TP Security Polidies on Loca

Policy  # |~
Accounts: Adrinistrator account skatus

Accounts: fGuest account skatus

Accounts: Limit local account use of blank passwords to consale logon only

Attnunts: Rename administrator account

Accounts: Rename guest account —
Audlt: Audit the access of global system objects

Audit: Audit the use of Backup and Restore privilege

Audit: Shut dawn system immediately if unable ta log security audits

lachine Access Restrictions in Security Descriptor Definition Language (SOOLY synkax

e Launc| "
+ Allow undock without having to log on
1 Allowed to Format and eject remaovable media
i Prevent users from installing printer drivers
: Restrict CD-R.OM access bo locally logged-on user only
1 Restrict Floppy access to locally logged-on user only
! Unsigned driver installation behavior
Dnmain controller: Allow server operators to schedule tasks

Dnmain cortroller: LDAP server signing requirements _lj
»

< | »
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Appendix B: Windows Server 2012 for COM+ and the
Medici Application Server

You must set up your server as an application server and not just a file server. To enable COM+, add a
Domain Level Group to the Distributed COM Users group local to your Windows Server 2012 machine
and add a new role to the Medici COM+ component containing the Distributed COM Users group as a
user.

Note

These instructions are additional instructions for the Distributed COM Configuration
performed for the standard Application Server installation. You still need to ensure
that you enable COM+ and that you have configured the Identity tab of the COM+
Component.

1. Open Computer Management, select Start, and Control Panel. Double-click Administrative Tools and
Computer Management.

24. To access the Distributed COM Users group, expand the System Tools, Local Users and Groups
nodes. Select the Groups folder. Double-click the Distributed COM Users group.

£ Computer Management [= ==
Eile Action Wiew Help

e n@E X0

A Computer Management (Local | Mare ‘ Description Actions
4 [} System Tools 3% Access Control Assist..  Members of this group can rernotely query authorization... (e -
b (O Task Scheduler & Administrators Ps
b Event Viewer ¥ Backup Operators Backup Operators can override security restrictions for th... More Actions
b @l Shared Folders & Certificate Service DC... Members of this group are allowed to connect to Certific... Distributed COM Users =

4 & Local Users and Groups

Cryptographic Operat.. Members are authorized to perform cryptographic op . More Actions

ol Users 24 Distributed COM Users  Members are allowed to launch, activate and use Di
o~ o S0 & Event Log Readers Members of this group can read event logs from local rm...
e :\? ;zrfmmh:ntz & Guests Guests have the same access as members of the Users gr...
.2 ira;\:ce nager &% Hyper-V Adwministrators Merbers of this group have complete and unrestricted a...
$ES_UsRS Built-in group used by Internet Information Services,

b W Windows Server Backug
=7 Disk Management
b T Services and Applications

& Network Configuratio.. Members in this group can have some administrative pri...
I performance Log Users  Members of this group may schedule logging of perfor...
& performance Monitor ... Members of this group can access performance counter ..,
& Power Users Powver Users are included for backwards compatibility an...
&% Print Operators Members can administer domain printers

J5 RDS Endpoint Servers  Servers in this group run virtual machines and host sessi...
#5 RDS Management Ser.. Servers in this group can perform routine administrative ...
% RDS Remote Access S.. Servers in this group enable users of RemoteApp progra...
.‘E Rernote Desktop Users  Members in this group are granted the right to logon re...
& Rernote Management.. Members of this group can access WMI resources over ..

& Replicator Supports file replication in a domain

& Users Users are prevented from making accidental or intention...
&% HelpLibraryUpdaters

& KLadmins Kaspersky Security Center administrators

I KLOperators Kaspersky Security Center operators

& SQLServer200550LBro.. Members in the group have the required access and privi...
& WinRMRemoteWMIU... Members of this group can access WMI resources over ...

G T[] ¥] =

Wolters Kluwer 51



Note: Microsoft added this group to facilitate granting access to users of Distributed COM
components.

25. The Distributed COM Users Properties window appears. Click Add.

kS Computer Management ERUCUIE
File Action View Help
*9 #m XD H
& Computer Management (Local| Name Deseription |[Actions
4 [} System Tools &% Access Control Assist.. Members of this group can remotely query authorization. g s
b (D Task Scheduler & = = I_l- B
b (@] Event Viewer & Backup Oped COM Users Prop More Actions »
b 3 Shared Folders & Certificate Se| [ General Distributed COM Users =
4 & Local Users and Groups|| g e\ oyoc oot
S -fyptograp More Actions »

| Users

5 &8 Distributed } Distiibuted COM Users
roups >

: Event Log R
b () Performance @eventLog e

Device Manager & Guests
o % 8 HyperVAdr| | Descipionn  [Members s slowed to launch, activate and use
4 £ Storage s USRS Distiibuted COM objects on this machine

b H Windows Server Backuy,
& Disk Management 88 Network Corl. | pembers:
& Performance]
¥ Performance|
& Power Users
& Print Operats
&% RDS Endpoin
25 RDS Manage|
J% RDS Remote
& Remote Desk

b T Services and Applications

& Remote Man|

& Replicator = =
Changes to a user's group membership

& Users Ak = ate ot effective unil the next time the

& HelpLibranyll e uset logs on

& KLAdmins ‘ > [

& KLOperators UK (e | =z [EEHew

& 50 Serve e TVTRTTTOETS TP U YT O TTAe (e TETOTeTT 4L LRSS AT priv

&5 WinRMRemoteWMILL.. Members of this group can access WMI resources over ..

26. The Select Users, Computers, or Groups window appears. Verify the object type is Users or Groups, or
select Object Types to change it. Add your Medici Group to the Distributed COM Users group by
entering its name in the object names box. Select Check Names. Click OK to exit this window. Click
Apply and OK to exit the Properties window. Close the Computer Management window.
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& Computer Management ==l
File Action View Help
| 2[m XE = 6
A Computer Management (Local | Name Description Actions
4 [f} System Tools & Access Control Assist.. Members of this group can remotely query authorization. Groups o
b (5 Task Scheduler & Administrato] Distributed COM Users P : 2] x ;
b (5] Event Viewer & s 0] istribut sers Properties More Actions »
b B Shacsd Poldery & cenifeots 53 [ Select Users, Computers, Service Accounts, or Groups |2 IBBOM| || pistributed COM Users =
& Local Users and Groups|| I ¢ varaph e
Users 8 Distributed 0] || Select this obiect ype: Mare Actidns ’
Erolps 85 Event Log Re| || [Users. Service Accounts, or Groups [ Obiect Types.. |
b () Performance & Guests
& Device Manager - Erom this locabor:
4 49 Storage F Hyper:VAdR |1 [y/KHMNLAB NET e
vl & 11S_1USRS J

b W Windows Server Backup

9 xamples)
28 Disk Management &% Network Cor| [Enter the object names to select (exarmples)

& performance| | ||
& performance]

b Fly Senvices and Applications

& Power Users

& Print Operat: Favasnl = e
&% RDS Endpoin| AE—

¥ RDS Manage

& RDS Remote

& Remote Desk
&% Remote Man

Repl

sl R Changes to a user's gioup membership
& Users Add se | aenot effective unil the next time the
&% HelpLibran e uset logs on

& KLadmins

& KLOperators ‘ L LG J EEE Hob

&5 S0LServer2 00ISUTOU TVIEMIOETS 1T UM GroUp Tave UTe TequITeT atCess ant privi.
&5 WinRMRemoteWMIU... Members of this group can access WM resources over ..

Note

The Medici Group should be the same group you use to maintain access to the
shared network location DMTransaction path. This allows for easier maintenance if
you need to add users to Medici.

Grant Remote and Local Access

If you are unable to use the Distributed COM Users group, you need to set up a Medici Users group
directly into the role of the Medici COM+ component, instead of adding the Medici Users group to the
Distributed COM Users group and then adding the Distributed COM Users group to the role of the
Medici COM+ component.

If you need to add the Medici Users group directly to role of the Medici COM+ Component, you must
follow these additional steps to grant Remote and Local Access to Distributed COM+ components for
this group.

1. Open the Local Security Policy on the server hosting the Medici Application Server.

27. Expand Local Policies and select the Security Options folder. Select the DCOM: Machine Access
restrictions in Security Descriptor Definition Language (SDDL) syntax option and press Enter.
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Eile  Action Wiew Help
o 2nm XE = Bm

T Security Settings
b g Sccount Policies
4 [ Local Pelicies

b g Audit Palicy

P @ User Rights Assignment

4 Security Options
b1 Windows Firewall with Sdvanced Sece
[ Metwork List Manager Policies

b | Public Key Policies
p ] Software Restriction Policies
b ] Spplication Control Policies
[ 3 IP Security Policies on Local Compute
p ) Advanced Audit Policy Configuration

-

Palicy
oo Bccounts: Administrator account status
oo Accounts: Block Microsoft accounts

o Accounts: Guest sccount status

< Accounts: Limit local account use of blank passwords to console logon ...

oo Accounts: Rename administrator account

o Accounts: Rename guest account

o Mugdit: fuadit the access of global system objects

o Audit: Audit the use of Backup and Restore privilege

oo Audit: Foree audit policy subcategory settings (indows Wista or later) ...

~ Budit: Shut down systern immediately if unable to log security audits

Wlachine

oo, DCOM: Machine Launch Restrictions in Secunty Descriptor Definition La..,

| Devices: Allow undock without having to log on

o) Devices: Allowed to format and eject removable media

o) Devices: Prevent users frorm installing printer drivers

< Devices: Restrick CD-ROM access to locally logged-on user anly

) Devices: Restrick floppy access to locally logged-on user only

o« Domain controller: Allow sercer operators to schedule tasks

. Dornzin controller: LDAP server signing requirements

2 Dornain controller: Refuse machine account password changes

o, Darmsin mermber: Digitally encrypt or sign secure channel dats (ahaays)
<, Domain member: Digitally encrypt secure channel data (when possible)
< L]

L ptc Bara

Security Setting
Enabled
Mot Defined
Dizabled
Enabled
Adrinistrator
Guest
Disabled
Disabled
Mot Defined
Disabled

I fines
Mot Defined
Enabled
Mot Defined
Enabled
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled
Enabled
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28. The Template Security Policy Setting window appears. Click Edit Security.

E
File Action View Help
EIEEEE

T Security Settings
b [ 4 Account Policies
4 :3 Local Policies
S _‘g Audit Policy
b A User Rights Assignme
5 Security Options
b Windows Firewall with Ad
] MNetwork List Manager Pg

Local Security Policy

Template Secuity Policy Setting | Explain |

3 DCOM: Machine Access Restrictions in Security Descriptor
= Definition Language [SDDL) syntax

If the sacurity descrptor is left blank after defining the policy setting in the
template, the policy setting will not be enforced.

logon ..

Security Setting
Enabled

Mot Defined
Disabled
Enabled
Administrator
Guest

b [ Public Key Policies Secuiily descriptor: DTsabIEd
b | Software Restriction Polid || ” Edit Securiy.. | Disabled
b [ Application Control Polid latent.. Not Defined
b S IP Security Policies on Lo fms Disabled
b 1 Advanced Audit Palicy C ton|Ce 2 Not Defingd
ition La... Mot Defined
Enabled
Mot Defined
Enabled
Not Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
mhaays)  Enabled
| | Cancel | | Apply ossible)  Enabled w
<| [T )
29. The Access Permission window appears. Click Add.
& Local Security Policy = =]
_File Action View Help | DCOM: Machine Access Restrictions in Security De.l?| X |
e 2@ RE B e ooty oy setivg | Explan]
Ty Security Settings . Security Setting  ~
b [ @ Account Policies Enabled
4 [ a Local Policies Mot Defined
b L4 Audit Policy Disabled =
4 _3 User Rights Assignme a i logon ... Enabled
. Eg Security Options I bl Administrator
B Windows Firewall with Ad i ¢ Guest
| Metwork List Manager Pal [EIALL APPLICATION PACKAGES Disabled
b [ Public Key Policies g Performance Log Users (LABWE41 2HVYM 437 \Performance ... X
b 7] Software Restriction Polic 2, Distributed COM Users [LABWE412HYM437\Distributed CO .. Disabled
p [ Application Control Polid 2, ANONYMOUS LOGON Ia?er) b N_Ot Defined
B 3 IP Security Policies on Lo u?:lrts Disabled
b [ Advanced Audit Policy C [ agd. || Bemove | SonC=- ot Defined
ition La.. Mot Defined
Pemizsions for Everyone Allow Deny Enabled
Local Access vl O Mot Defined
Remote Access i O Enabled
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
. always)  Enabled
Leam shout access control and permissions | bssible)  Enabled re
<] [ [ ok |[ conca | >
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30. The Select Users or Groups window appears. Enter the Medici Users group in the Enter the object
names to select box and click OK.

E

Local Security Policy =|0] X

File Action ‘iew Help

o 2E XE =

 Security Settings
b |3 Account Policies
4 _3 Local Policies
b (4 Audit Policy
b & User Rights Assignrg
4 Security Options
b Windows Firewall with Aq
| Network List Manager Pg
p | Public Key Policies
b | Software Restriction Polid
p [ Application Control Polid
[ S IP Security Policies on Lo
p | Advanced &udit Policy C

<] n

DCOM: Machine Access Restrictions in Security DelllLl

Template Secuity Policy Setting | Explain |

o Security Setting  ~

711

Access Permission | ?| x | Enabled

Select this object type:
|Users,ﬁmms, or Built-in security principals | |_Qb|ecl Types... I

From this location:
’WKMNLAB_NET || Locatiorss.. |

Enter the object names to select (examples):

| LCheck Names

Mot Defined

Mot Defined

Mot Defined

Mot Defined

Mot Defined

always)  Enabled

ossible) Enabled w

ok |[ cewel | [ >

Learn about access control and permissions

31. In the Access Permission window for the newly added group, select both the Local Access and
Remote Access check boxes in the Allow column and click OK.
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File Action View Help

oo 2w XE =

T Security Settings
I g Sccount Policies
4 [ g Local Palicies
b @ Audit Policy
b L User Rights Assignme
_'a Securnty Options I
1 Windows Firewall with Ag
[ Netaork List Manager Po
I [ Public Key Policies
I ] Software Restriction Poli
b ] Spplication Control Polig
I 3 IP Security Policies on Lo
b ] Advanced Audit Palicy C

-

<

Local Security Policy =-|o
DCOM: Machine Access Restrictions in Security De..._? | X |
Template 5 ecuity Policy Seling | Ewplain |
Security Setting |~
Enabled
Mot Defined
] Dissbled =
. logon ... Enabled
ﬁ'ﬂ;‘::;m- Adrministrator
[ ALL APPLICATION PACKAGES Guest
52, Pestormance Log Users [LABWEA1 ZHVMA37\Performance . Disabled
] Distributed COM Users (LABWES1 2HVMA37\Distibuted CO .| Dizabled
2, ANONYMOUS LOGON Ister}t.. Not Defined
udits Disabled
I Add . J I Remove I stion La.. Mot Defined
Peimigsions for Distributed COM ition La.. Mot Defined
Users Allow Deny Enabled
Local Access [ O Mot Defined
Remole Access [ a Enabled
Not: Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
L ahways)  Enabled
Lean about sccess control and permissions Lssible)  Enabled v
[ ok |[ conca | |

32. Click OK again to exit t

33. Repeat steps 2-7 for the DCOM: Machine Launch Restrictions in Security Descriptor Definition

he Template Security Policy Setting window.

Language (SDDL) syntax option.

File
e 2

Action View Help

XEz Hm

T Security Settings
b [ 3 Account Policies
4 [ A Local Policies

b L4 Audit Policy

b g User Rights Assignment

"4 Security Options
b Windows Firewall with Advanced Seci
[ Network List Manager Policies

b [ Public Key Policies
b Software Restriction Policies
» (] Application Control Palicies
b 18 IP Security Policies on Local Cormpute
b (] Advanced Audit Policy Configuration

-

<| ] > |

<] m |

Policy Security Setting  ~
o Accounts: Adrinistrator account status Enabled

Ju Accounts: Block Microsoft accounts Mot Defined

L Accounts: Guest account status Disabled =
 Accounts: Limit local account use of blank passwords to console logon ...  Enabled

1 Accounts: Rename administrator account Administrator
 Accounts: Rename guest account Guest

) Audit: Audit the access of global system objects Disabled

i Audit: Audit the use of Backup and Restore privilege Disabled

) Audit: Force audit policy subcategory settings (Windows Vista or later) .. Mot Defined

i Audit: Shut down system immediately if unable to log security audits Disabled

) DCOM: Machine Access Restrictions in Security Descriptor Definition La... Mot Defined

R it iptor Definition La... Mot Defined
i) Devices: Allow undock without having to log o Enahled

. Devices: Allowed to format and eject removable media Mot Defined
2, Devices: Prevent users from installing printer drivers Enabled

- Devices: Restrict CD-ROM access to locally logged-on user only Mot Defined
. Devices: Restrict floppy access to locally logged-on user only Mot Defined
.. Domain controller: Allow server operators to schedule tasks Mot Defined
.| Domain controller: LDAP server signing requirements Mot Defined
.| Dornain controller: Refuse machine account password changes Mot Defined
. Domain member: Digitally encrypt or sign secure channel data (ahways)  Enabled

., Dornain member: Digitally encrypt secure channel data (when possible)  Enabled v
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Appendix C: Enabling COM+ for Windows Server 2016

The Application Server role has been removed by Microsoft from Windows Server 2016. It is needed by

Medici and you will need to restore it by manually setting the registry value that allows COM+ remote

access. To do this:

1. Inthe Windows Server Start search box, type regedit, and click regedit.exe in the results list.

34. Locate the following subkey in the Registry Editor:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\COM3

35. Right-click the RemoteAccessEnabled DWORD.

36. In the Value data box, enter 1.

37. Click OK.

Additional information can be found at https://support.microsoft.com/en-
us/help/3182294/0x80004027-error-when-you-try-to-remotely-access-com-object-after-you.
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Appendix D: Medici System Configurations

There are different ways to configure Medici. Larger institutions often network all the various features
on different machines: the SQL Server on one machine, the Medici Server on a second machine, the
DMTransaction folder for the output files on a third machine, and then the client feature on individual
workstations. Other institutions may choose to house the SQL server and Medici Server on one box, with
the DMTransaction folder on a separate file server.

Based on the number of machines you want to use to run Medici, there are different configuration
options:

3-Tier Configuration

Perform a 3-Tier installation if you want to have three separate machines running the three main
features of the Medici application; one for the Database, one for the Medici Server, and one for each of
the Medici Client workstations.

2-Tier Configuration

Perform a 2-Tier installation if you want to split the three main Medici features of Database, Medici
Server and Medici Client between two separate machines, which you may accomplish in a variety of
ways.

1-Tier Configuration or Stand-Alone Implementation

Perform a 1-Tier installation if you want to have all three Medici features on one machine: Medici Client,
Medici Server and Database.

Note

4-Tier Configuration - The placement of the DMTransaction folder can create an extra
“tier” for any of the above configurations if the folder is located on a different
machine. The transaction folder is shared and typically exists on a network file server,
so it is accessible to all client machines.

Any machine that houses the DMTransaction folder needs to have its disk free space
monitored over time. The transaction files increase in direct relation to the number
of loan documents created.

Changing Configuration during Upgrade

Note that if you want to change your existing configuration as part of your upgrade, first un-install the
previous release of Medici from all machines and when installing the new release of Medici, select your
new configuration.
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Appendix E: Medici Configuration Settings Utility

Overview

The Medici Configuration Settings Utility is designed to help customers set/change configuration
settings which can affect how the Medici Application behaves. The configuration settings are applied
system-wide and not on a user-by-user or desktop-by-desktop basis.

Installation

No installation is necessary. The "Configuration Settings.exe" is a stand-alone application that works
with an existing Medici installation. The utility can be run from either an installed client (desktop) or
from the application server where the Medici Server Application is installed. It is recommended the
utility be used by a Medici system administrator, and the tool be used from a location that has limited
access to general users.

Running the Utility

Double-click the "Configuration Settings.exe" to launch the utility. The following screen will appear and
the settings on the initial screen will reflect the current configuration settings in your environment.

The Utility Main Screen will reflect the current configuration settings in your Medici System. Your
settings may differ from this graphic.

[# Medici Update Utility

Med

c

r Configuration Setting

o

<l

Encrypt Transaction Data
Create Transaction XML File

Restrict Uzer ddmin Module To Security banager

< 71 7

Restrict Mastars To Metwork Path

<l

Require E-Mail Docs &z PDF

<l

Hide Logan User List

SAVE EXIT

Settings
The settings you can make and their descriptions are provided below.

A. Encrypt Entity Data: No longer used. This item is a relic and is no longer in use. Changing the setting
on this will not affect anything in the Medici Application. Primary entity information (SSN/TIN) is
automatically encrypted when entered into the Medici system.

B. Encrypt Transaction Data: Specific data items in each transaction that are considered as "non-public
information" (SSN/TIN, names of parties to a transaction, etc.) are encrypted when stored in the
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transaction data store. Should anyone gain access to the specific data store for a transaction, this
sensitive information will be encrypted and will be useless.

o TRUE (checked): The data considered "non-public" is encrypted when at rest in the specific
transaction data store.

o  FALSE (unchecked): The data considered "non-public" is not encrypted when at rest in the
specific transaction data store.

o DEFAULT: False

Create Transaction XML File: Each transaction in the Medici system is represented in an XML
format, and that XML contains all the information pertinent to the transaction. Normally, this data is
written out to a file with a ".xml" extension and resides in the specific folder for each transaction. By
setting this item to "False" (unchecked), the XML data will be stored only in the Medici database and
will never be stored as a file on disk. This can improve your overall security for transaction data.

o TRUE (checked): The xml data will be written to a file stored with the transaction on disk

o  FALSE (unchecked): The xml data is stored in the Medici database, and is never written as a
file to disk.

o DEFAULT: True

Restrict User Admin Module to Security Manager: Beginning with Medici 3.9, a new "role" has been
introduced for Users of Medici. The "Security Manager Role" is intended to designate a specific user
as someone that only deals with the User Admin module, where security settings and user
permissions are configured in the Medici Application. A user designated as a Security Manager does
not have access to any other part of the Medici Application; this role specifically limits a user to
accessing only the User Admin module, regardless of the permissions you grant the user or the
group you assign the user into.

Note

A user that is designated as both an Admin user and a Security Manager still has
access to all areas of the application.

By setting this item to "True", the Use Admin module will only be accessible to users
designated as a Security Manager. If you turn this item on and have not designated a
user as a Security Manager, then no one will have access to the User Admin module.

TRUE (checked): Access to the User Admin module in Medici is available only to users
that are designated as Security Managers. No other users (not even an Admin user)
will be able to access the module.

FALSE (unchecked): Access to the User Admin module is available to Security
Managers, Admins and any other users that have been granted specific permissions
to access the User Admin module.

DEFAULT: False
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A user that is designated as both an Admin user and a Security Manager still has
access to all areas of the application.

By setting this item to "True", the Use Admin module will only be accessible to users
designated as a Security Manager. If you turn this item on and have not designated a
user as a Security Manager, then no one will have access to the User Admin module.

Restrict MastVars to Network Path: Each transaction in Medici contains its own data store for
information about that transaction. This data store can be used for processing on the local client
desktop during document generation after which it is moved back to the shared network directory
for the transactions. This can improve performance during document generation. However, if you
are concerned about any security or maintenance issues which might arise from having this data
store on local desktops, you can configure Medici so that the data store will never be moved onto or
saved on the local client machine.

o TRUE (checked): The transaction data store will not be moved to or used from the local
client desktops.

e  FALSE (unchecked): The transaction data store will be used from the local client desktops
during document generation.

o DEFAULT: False

Note

Setting this item to True may adversely affect performance during document
generation in the Medici system. If you elect to use this setting, we recommend that

you test the performance during document generation.

F.
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Require Email Docs as PDF: This item is a relic and is no longer in use. Changing the setting on this
will not affect anything in the Medici Application. Primary entity information (SSN/TIN) is
automatically encrypted when entered into the Medici system. Instead, controlling the format of
email attachments can be controlled on a user or group basis form the Medici User Admin module.
Use the settings for "Disable PDF Format" and "Disable Office Format."

Hide Logon User List: When Medici is configured to have users logon by entering a Medici Username
and Password, the application provides a drop-down list of available Medici Usernames from which
the user can select. Some customers may feel this represents a potential security issue, since anyone
attempting to login to the system would be shown a list of valid usernames. This setting will change
the Medici logon so that no user names are shown. A user attempting to logon to the Medici
application will have a logon available, but there will be no drop-down list of usernames. Instead,
the user will need to enter in the correct username for their logon.

o TRUE (checked): The logon form will not contain a dropdown list of available Medici
usernames.

e FALSE (unchecked): The logon form will contain a dropdown list of available Medici
usernames.



o DEFAULT: False

Note

If Medici is configured to use single-sign-on authentication, this setting has no effect.

H.

Transaction ID Maximum Length: The Medici application has a limit on the length of the name that
can be used for a transaction. Historically, this has been 30 characters. To allow customers greater
flexibility in their transaction naming conventions, customers can now configure Medici to accept
longer transaction names. This setting can be used to configure the length of transaction names to
be up to 64 characters. If this setting is changed to a value less than the minimum length or more
than the maximum length listed below, Medici will automatically adjust the allowable length.

e MINIMUM LENGTH: 30 is the minimum value for this setting
e  MAXIMUM LENGTH: 64 is the maximum value for this setting.

o DEFAULT: The default Transaction ID length is 30 characters.
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Appendix F: Bank Find and Replace

Run the Conversion Tool
1. To run the conversion tool, on a client machine browse to the MediciClient folder, typically located
under C:\Medici, or to the folder you indicated during the install.

2. Double-click Medici Conversion Tool.exe. The main screen appears.

EMEdici BFR. Convyersion Tool M=l

— Instructions
|z the Old button ta find OLDEank_FindReplace. mdb and

the Mew button to find Eank_FindR eplace.mdb and then
Click the comvert buttonl

— Find the Databazez

Find the OldB ank_FindReplace. mdb

Fird the Bank_FindReplace.mdb M

— Convert Databaze

Convert the [atabaze COMVERT

i

38. Click Old and browse to the Bank_FindReplace.mdb which you backed up in the pre-install steps.
Note that the label next to the Old button indicates the filename is OldBank_FindReplace.mdb but
you did not need to rename the file when you backed it up.

39. Click New and browse to the Word Automation folder, typically under C:\Medici\MediciClient\Word
Automation. Select Bank_FindReplace.mdb.

40. Click CONVERT to start the conversion process.
41. When the conversion is complete, the conversion complete message appears.
42. Click OK to exit the Medici BFR Conversion Tool.
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