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Introduction

Welcome to the instructions for installing Medici release 2018.2, 2018.1.1, and 2017.1.4. This guide addresses new
installations as well as updating existing Medici installations, from 2012.2 or higher.

Note

The instructions for updating from versions prior to 2012.2 are substantially different than
updating from Medici 2012.2 or higher. Call Medici Support at 1-800-274-2711, ext. 1125343
before proceeding.

All types of Medici implementations are covered: server, client, and standalone. You can successfully install this
Medici release on your own using these instructions.

Important

Wolters Kluwer has made every effort to ensure an error-free installation. However, if you
encounter an error message during installation, call Medici Support at 1-800-274-2711 ext.
1125343 before proceeding.

Summary for Upgrading Medici

Updating from Medici 2012.2 or Higher
Your upgrade will proceed along these lines:

« Review system requirements to make sure you are up-to-date with all prerequisite software

o Perform and complete pre-install tasks, including the backup of your database and critical files

o The minimum database version is 2012.2. If the database version is less than 2012.2, you will need to update
the Medici database to 2012.2.

« Install the new version of Medici (no previous release uninstall required)

o  Perform some post-install configuration

Summary for New Medici Installation

If you have not already, please make sure your choice of equipment for your Medici system is supported by
reviewing the system requirements. You should also have made the decision about your system and network
configuration, that is, whether you are doing all of your Medici work on a single standalone workstation or working
in a more complex environment with server and database servers and multiple clients. Please visit Appendix F for
more details on available configurations and their capabilities if you need to.

Your new Medici installation will proceed along these lines:

« Review and complete pre-install tasks
« Install the latest version of Medici
o  Perform some post-install configuration
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System Requirements

The latest hardware requirements and list of supported Windows operating systems for each implementation of
Medici can be found on the SupportLine web site,
http://www.wolterskluwerfs.com/software/product/?pid=10737425554 Other required software is also listed.

Note: Only the 32-bit version of Microsoft Office is supported. The 64-bit version of Microsoft Office is
not supported and cannot be used with Medici at this time.

Installation of .NET 4.6.2 or higher is required and must be installed prior to the update and for new installations.

You can install .NET 4.6.2 using the web installer at https://www.microsoft.com/en-
us/download/details.aspx?id=53345 or the full installer from https://www.microsoft.com/en-
us/download/details.aspx?id=53344.

A free .NET verification tool is available from Microsoft at
http://blogs.msdn.com/b/astebner/archive/2008/10/13/8999004.aspx. You can use this tool to verify the
presence or absence of a particular version of .NET Framework on your machine.

SQL Native Client 11 is required to support TLS 1.1 or 1.2. This client is already automatically installed as part of
newer SQL Server versions (2012, 2014, 2016 and so on). For other versions it is available at
https://www.microsoft.com/en-us/download/details.aspx?id=50402.

Security Settings in Some Operating Systems

You may receive an operating system warning during installation if your current security settings are preventing
the installation of Medici. You may also receive these same warnings when you try to open Medici. You may need
to revisit user permissions or security policy for your operating system before installing or using this release of
Medici.

Special Configuration Required for HMDA Wiz

For HMDA Wiz users, you will need to enable TLS 1.2 as well as Strong Cryptography for your Medici Client
machines. Additional information on how to enable TLS 1.2 can be found at https://docs.microsoft.com/en-
us/dotnet/framework/network-programming/tls#configuring-security-via-appcontext-switches.
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Pre-installation Tasks

To install Medici successfully there are a number of pre-install tasks that must be performed first, such as setting a
number of permissions and other configurations. The list of tasks is different for an existing install upgrade and a
new install.

Database Backup

Even though the Medici installation is designed to leave your existing database intact, we highly recommend that
you backup your existing Medici database before you install this upgrade. Use the Back Up task present in your
version of SQL Server to back up your database.

Transactions Backup

We recommend that you backup your existing Medici DMTransaction folder before you install this upgrade.

Delete Numerical DMTransaction\Documenter Update Folder\Subfolders

Important

If you are upgrading from any previous version, you must delete all the numerical folders
found within the DMTransaction\Documenter Update Folder\ location.

Custom Files Backup for Disaster Recovery

For disaster and recovery, a number of files used by Medici should be backed up before installing this release.

Server Files and Folders

Create a new folder on the same drive as your Medici server named DR Custom Server Files. Copy the following
files from your existing Medici installation to this DR Custom Server Files folder:

o Multiple files in the MediciServer folder:
— DMLic.lic - Your Medici license file
— NumToText. XML (if available)
—  Server.ini

« Userdocs folder (if available)

« Encryption Key location — The location of this folder is specified in server.ini, located in the MediciServer
folder. Note this folder location as you will be asked for it during the server install. All the files in this folder
should be backed up.

Important

If you are not sure about the location of your Encryption Keys folder, contact Medici Support
at 1-800-274-2711 ext. 1125343 or technicalsupport@wolterskluwer.com before proceeding.
Backup is imperative since if for any reason you lose your keys, or they become corrupted,
Wolters Kluwer cannot recover them, and any data encrypted using those keys cannot be
decrypted.

Client Files and Folders

On one of your client machines, create a new folder on the same drive as your Medici client named DR Custom
Client Files. Copy the following files from your existing Medici Client installation to this DR Custom Client Files
folder:
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«  Multiple files in the MediciClient folder:
CustomNP1L.xml
LW.ini
Macros.ini
RMDisplayVars.xml
— PDFSettings.xml
e Inthe MediciClient\Databases folder:
— Mbnk.mdb
o  Multiple files in the MediciClient\Word Automation folder:
— Amort.xls
— Bank_FindReplace.mdb
— BankSpecific.dot
— BankUseOnlyText.rtf
— UFormat.ini
— Anyand all .bmp files, that is, logos

Note

Please be aware that we are no longer shipping discs containing custom content as the upgrade
process preserves all customizations. If you require a copy of your custom content please,
contact Medici Support.

Operating System Permissions

The person installing Medici will need to have Administrator user permissions on the Windows operating system
where the installation is being performed.

Database Permissions

Database permissions and users that you established for earlier versions of Medici will work with this release. Note
the credentials chosen at install time will need to have the DB_Owner access at a minimum to the database being
upgraded, and sysadmin permissions on the SQL Server to upgrade an existing Medici database. These roles are
only required during the upgrade process.

The application server’s SQL credentials will need DB_reader and DB_writer access to the SQL database.

Database Backup File Location

A database file containing the details of your institution was created for you as part of the product purchase. You
will need this file and its location during the Medici installation.

Note

If you are performing a remote Medici database install, the SQL Server service account must
be granted access to the share where the database file is located. This service account is not the
same account as your SQL Server login.

License File
As part of your product purchase you should have obtained a Medici License Key file, DMLic.lic.

Store the Medici License file at a location where it can be easily accessed by the installation program. You will be
required to enter the location of the file during the installation of the server.



Medici Encryption Keys

Encryption keys are used to encrypt and decrypt your database information and other sensitive client data that the
application may use. Create a folder to house your Encryption Keys. An example folder name is MediciKeys. Locate
the Encryption Key folder on the same machine as the Medici Application Server. Note this folder location as you
will be asked for it during the server install.

You must have full control over the folder location during the installation, because Medici needs to write and save
files in this folder.

Warning!

For security reasons, Medici creates your key files for you as part of your product purchase
process. Once this process is complete, immediately make a backup of the files. If the files are
lost or become corrupted, you lose access to your data within the system, such as customer
information, transaction passwords and so on.

If you lose your files or they become corrupted, Wolters Kluwer is not able to provide
assistance in decrypting your data. The keys are unique to each institution.

Operating System Permissions — New Installation

The person installing Medici will need to have Administrator user permissions on the Windows operating system
where the installation is being performed.

Database Permissions — New Installation

The installing user should have the sysadmin rights within SQL Server to create a new Medici database. You should
have remote SQL permissions to perform a remote database installation.

Note

These permissions are needed by the login being used for SQL Server access. These
permissions must be granted to that login on the SQL Server instance where the install is being
performed.

DMTransaction Path

Medici uses the DMTransaction folder to create the transaction files and output documents for all loan
transactions. Prior to the installation, you must create a DMTransaction folder. This folder can be created on your
local machine if you are doing a standalone installation.

If you want to share the transactions across a network on a network share for multiple Medici clients, you will
need to create the DMTransaction folder on a shared network resource, for example, \\Fileserver\Sharename\.
When creating the folder, you need to have full control permissions to the DMTransaction folder and subfolders,
and the DMTransaction folder must be shared. Additionally, each Medici user needs to have the same network
access permissions to this folder so all Medici clients can see and access documents generated by all other clients.

Note

Any machine that houses the DMTransaction folder needs to have its free disk space monitored
on a routine basis. The transaction files increase in direct relation to the number of loan
documents created.
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Installing Medici

The installation will be similar whether you are beginning with a new installation or are upgrading an earlier
version of Medici. The Medici installation will collect information in the following order:

« Install Choices

« Database (if selected)

o Server (if selected)

o Client (if selected)

e Finishing the install

o  Post-install configuration

Note

If these features are spread across multiple machines for your Medici configuration, you will
need to install the features in the following order: Database, Server, Client.

The choices you make as to which features to install will depend on your selected or existing configuration. If your
server and database are hosted on separate machines, you will need to only install the needed features. For
standalone installations, you will need to install all three features. For server configurations on a network, your
client machines of course only need the client.

Canceling or Interrupting the Medici Install

You have the option to cancel or to interrupt the Medici installation, both new and upgrades, over the course of
the installation. Click Cancel or the X Windows control available on the top right corner any of the installation
screens. You will receive a message asking you to confirm that you wish to cancel the installation.

You may also receive a notice the install has been interrupted after you receive a message that one of the
prerequisite software requirements is not present. You will need to correct the problem and restart the
installation.

x|

InstallShield Wizard Completed

The wizard was interrupted before Medici could be completely
~ installed.

Your system has not been modified. To complete installakion at
another time, please run setup again.

Click Finish to exit the wizard,

= Back

Cancel |

Click Finish to exit the installation.
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Install Choices
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ji& Medici Install x|
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Installshield

To begin the installation for Windows Server 2012 or later and Windows 8 or 10, right-click the 1ISO you
downloaded for the latest release, Medici_201x.x.x.xxxXx.iso, and select Mount.

Note

Windows 7 and Windows Server 2008 cannot natively mount an I1SO as a virtual drive. If
you do not already have an in-house solution for mounting an 1SO with these operating
systems, you will need to download an application to provide this functionality.

From the root of the mounted virtual drive, right-click Medici_Setup.exe and select Run as Administrator.
The installation program will check if Microsoft .NET Framework 4.6.2 or higher is installed. The installation
will halt if this prerequisite is not installed. Please visit the System Requirements section of this guide.

The Medici Install window will display followed shortly by the installation Welcome window.

Medici (T¥1) Commerical Lending
Documentation Solution

Yersion 201 XX X 000

WEF3 Support Website

Download Installation Instructions

Install Medici

Zonkack Ls
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Please continue to read this Installation Guide as well as the Release Notes before proceeding with the
installation. If you have any questions, click Contact Us for mailing, phone, fax, and web-based contact
options. When you are ready to continue the installation, click Install Medici.

To proceed with the installation, you must accept the Documentation Agreement indicating you have read the
release documents.



Document Agreement

Please read the Following document agreement carefully,

Before you install...

Be sure to read the Installation Guide and Eelease Notes before continuing
with this mstallation. A hnk to the Installation Gude and Eelease MNotes can
be found on the Medici Welcome Screen

If vou have not read the Installation Guide or Eelease IMotes, click Back to
return to the Medict Welcome Screen to rewiew this information before
Contining,

{1 have read the Installation Suide and Release Motes.}

{~ I have not read the Installation Guide and Release Motes,

InstallShield
< Back I Mext = I Cancel |
6. Click Next.
7. Select the Setup Type for your installation. If you are upgrading from 2010.1 or higher you will not see this
screen.
x|
Setup Type

Please select a sekup type.

" Medici Client Only

Only the client will be installed,

Choose which Medici Features vou want installed and where they will be
installed. Choose this option toinstall the dakabase Feature only, ar the
server Feature only, or any combination of the client, database, and
server Features,

Instalshisld

= Back I Mexk = I Cancel

Each selection will give you different installation options:

«  Client. This choice will install only the Medici Client. If you choose to install only the Medici client, proceed
directly to Medici Client Installation for more details.

«  Custom. This choice will be used to install different configurations of Medici server, database, and client. It
allows you to select the individual feature you want to install or to select any ccombination of the features you
want to install.

Click Next.
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8. Select the desired features that you want to install or upgrade. This screen only appears, if you selected
Custom. If you are upgrading from 2010.1 or higher you will not see this screen.

i Medici

Medici Custom Setup

Please select the Medici features to install on this machine,

MediciDiatabase Featurs Dzseription -

MediciServer This Feature will install Medici
Client.

MediciClient

=) This Feature will be installed on local hard drive.

=38 This Feature, and all subfeatures, will be installed on local hard drive.

=0 This Feature will be installed when required.

¥ This Feature will not be awailable.

Imstalshield

< Back I Mext = I Cancel

Important

You must select all of the features you wish to install at the same time from this screen. If you
install only one feature and then decide to install another later, you will first have to uninstall
your original choice and re-install it along with your additional choice. It is important to
understand the server/client/database configuration you wish to install or upgrade before
selecting.

When considering how to install each feature note that only the MediciDatabase feature can be upgraded
remotely. The MediciServer cannot be upgraded remotely and must be installed machine-side. The MediciClient
cannot be upgraded remotely and must be installed machine-side. The table below indicates which features to
select for various Medici configurations:

Standalone Select all three features: MediciDatabase, MediciServer, and
MediciClient.

Remote database with Select all three features: MediciDatabase, MediciServer, and

server/client on another  MediciClient.

machine

Separate database and Install the server at the server machine. The database can also be

server remotely installed from the server machine at the same time.
Choose MediciDatabase and MediciServer. Do not choose
MediciClient.

Database only The database can be remotely installed from any machine or at the
machine hosting SQL Server. Choose MediciDatabase only.

Server only Install the server at the server machine. Choose MediciServer only.
Do not choose MediciClient.

Client only Choose only MediciClient and install at each client machine.
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Choosing only the client feature will install just the Medici client. This option is the same as selecting Medici
Client Only on the earlier Setup Type screen.

Note

If you are doing a client-only installation, please proceed directly to the Client Installation
portion of this guide.

Note

If you receive an error indicating the SQL Native Client 11 is not installed, you will need to
Cancel the installation. Please visit https://www.microsoft.com/en-
us/download/details.aspx?id=50402 to download the SQL Server Native Client 11. After
installing it, restart the Medici installation.

9. Browse to the location where you want to install Medici on your system. If you are upgrading, you may not see
this screen; the installation will use your existing file location.

Medici File Location

Please select the location of where vou would like o place vour Medici Files,

[::\7 Medici File Location:
A\ Medicih, Browse |

Imstallshield

< Back

Cancel |

Depending upon your configuration choices, the following folders will be created:

« Medici Client <User Selected Location>\MediciClient
o Medici Server <User Selected Location>\MediciServer
o Medici Database <User Selected Location>\MediciUpgradeFiles

Note

If you are installing onto a 64-bit operating system, you cannot choose a 64-bit designated file
area for the installation of Medici. You must choose a 32-bit compatible area.

10. Click Next.
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From this step onwards the installation will proceed on the basis of the choices you made on the Setup Type and
Medici Custom Setup screens.
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Database Installation

This section applies to both new and upgrade installations for the database.

1. Select the existing local SQL server instance from the drop-down for creating or upgrading a Medici database
or Browse to the instances on the network. You can also type in the name of the SQL server instance. Note that
the instance path should include the machine name hosting it.

Medici Database Server

In arder to upgrade or install the Medici database, please enter the
fFollowing informmation,

Please select the SQL server instance For the Medici database;

| MLTWH|SQLERPRESS ~|  Browse... |

Connection information to upgrade or install the Medici Database:

€ Windows Authentication

% =01 authentication using Login ID and password below:

Login ID: |

Password: I

MOTE: See installation instructions For details on the SQL permissions needed to perform an
upgrade or new install of the Medici database.

« Back, | Mewxt = I Cancel

Installshield

Select the authentication type you use:

« Windows Authentication. The credentials of the user currently logged into the machine from where this install
is being performed will be used. This option is selected by default.
o SQL Authentication
— Login ID: Login ID must be a valid SQL Server Login that has access rights to the Medici SQL Server
Database.
- Password

For an existing database upgrade, the credentials entered must have "DB_Owner" rights at a minimum on the
database being upgraded and sysadmin on the SQL server.

For a new install, the credentials entered must have sysadmin rights
Click Next.

2. The install will verify the SQL Database connection and will display one or more error messages if a connection
cannot be made. You will need to edit your login or authentication type until the verification is successful.

3. Next you will be asked to select Create New Medici Database for new installs or Select Existing Database
for upgrades.
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i'é'u Medici

Medici Server Information

Please select "Create Mew Medici Database" or "3elect Existing Database”, I wou select an
existing database click Browse bo select the existing database,

" Create Mew Medici Database

f* Select Existing Database:

Please enter the Medici Database Mame

Browse... |

InstallShield

< Back I [dExt = I Cancel

If you are doing a new install, you will select Create New Medici Database and proceed to the For New Databases
section of this guide for the next steps you need to perform after clicking Next.

If an existing database is chosen, you will need the database catalog name. Click Browse to locate an existing
database from the SQL server instance. The minimum database version is 2012.2. If the database is less than
2012.2, an error warning displays, and the installation is interrupted.

Click Next.

4. On selecting a database for upgrade, the install will verify if it is a valid Medici database. If it cannot verify the
database, you will receive an error. Please review your database selection and try again. Once the verification is
successful, the install will ask to verify that a backup of the database has been created prior to proceeding. After
confirming that the database has been backed up, select the acknowledgement checkbox. Click Next.

i'é’- Medici

Database Backup Reminder

A backup of the Medici database should be performed before updating the progran.

If vou hawe not completed a backup of the application Medici database, click "Cancel” to
exit the installakion,

If wou have completed a backup of the applicable Medici database please select the
checkbox below and select "Mext” o proceed with the installation,

™ T acknowledge that T have backed up the applicable Medici database,

InstallShield

< Back I Mext = I Cancel
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5. Enter a location for a backup of your SQL database. The path must be relative to the SQL Server instance your
Medic database resides on. The ID of your SQL Server Service must also have access to this location. Click
Next. This does not replace the backup you should have created prior to installation.

2 Medici

S0L Database Backup Directory

During the upgrade process, a backup of vour SQL database will be created, This
backup does nok replace the backup wou should create prior to running the
installation.

Flease enter a location for the backup to be created in.

(Required Information)

MOTE: The path provided musk be relative to the 30L Server instance your Medici database
resides on. The ID of your SQL Server Service must also have access ba this location,

InstallShield

[ < Back ]| Mext = [ Cancel ]

This completes the database feature install data collection for Medici. If you are doing an upgrade database-only
install, you will receive the Ready to Install screen. If you are doing a new database install, you will proceed with
your new database installation. If you are also installing the Medici application server you will proceed to collect
the information needed for the Server Installation.
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For New Databases

1. After you have indicated you want to create a new Medici database, you will need to acknowledge that you are
creating a new database and not attempting to upgrade a previous installation.

MNew Database Install Confirmation

Flease read the Following information carefully,

If this is an update from a previous version, click "Back” to go back and change the
database server settings,

Select the confirmation checkbox to click Next to proceed with the installation.

v I wank ko create a new Medici database and I acknowledge that no existing data
il be retained.

Installshield

< Back I Mext = I Cancel

Click Next.

2. Enter the name of the database you want to create for the Medici application.

i Medici

Medici Database Setup

Please enter a name For the Medici database,

Database Mame: ||

The SQLServer instance has the Following defaults:

S0L Server selecked:MMOZLP LMEUMARNT Test

SCL Data Path relative to the SOL server: defaulk location will be used
SCL Log Path relative ba the SOL server: default location will be used

Installshield

< Back I Mexk = I Cancel

The screen displays the fully qualified SQL Server instance name where the Medici database will be installed.

Also note the SQL Data and SQL Logs will be created in SQL Server’s default location. Click Next.

20



3. Browse to the location of the database backup file, with extension .bak, created for your install by the Wolters
Kluwer Professional Services as part of the purchase process.

Note

If the .bak file is on a separate machine, you must have access permissions to it. The user
profile under which the SQL Server instance is running needs access to this location. The user
profile the install is running under, likely your own, does not need access to this location.

Backup File Location

S0L Backup File:

ImstallShield

< Back Mext = Cancel

The selected backup file will be used during the Medici install to create your Medici database.
Click Next.

4. The install will check if the selected backup file is valid and will display an error message if the selected file is
not a .bak file or you do not have permissions. Please make corrections and proceed again.

This completes the new database feature install data collection for Medici. If you are doing a database-only install,
you will receive the Ready to Install screen and can proceed with your database installation. If you are also
installing the Medici application server you will proceed to collect the information needed for the Medici
application server.
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Server Installation

The Medici server installation process and steps are applicable if you have chosen to install the Medici Server
feature on the Medici Custom Setup screen. This applies to both new and upgrade installations.

Note

For a new installation a version of SQL server or SQL Server Express must be installed and
accessible during the server install. The Medici server requires this connection and the
installation will fail without it.

1. Asnoted in the pre-installation section of this guide, you will need the location for your Encryption Key files
and the file location for your license file. This information is required for both new and upgrading institutions.
Use Browse to navigate to the locations. If you are upgrading, you may not see this screen since Medici already
knows the location for these files.

Key File Location and License File Location

Plzase select the location where the Encryption Key files are to be placed:

ke File Location: I Browse |

Please select the location where the License file was placed:

License File Location: || Browse |

Inistallshield

< Back I [Ext = I Cancel |

2. Click Next. The install will check for both the Encryption Key folder and the License file. You will receive an
error if either is not found. You may need to edit your path.

3. Once the Encryption Key folder and license file are verified, you will be asked for the name of the SQL Server
instance hosting the Medici database. Use the drop down list to select an instance on the same machine running
the install, or use Browse to select other network locations. Note that in all cases, if the SQL Server is a named
instance, the specific name of the instance must be included.

22



Medici Database Server Connection Properties

Select database server and authentication method

Flease select the database server where the Medici database is installed:

[MLTWHSQUEXPRESS =l [ Browser |

Please select the authentication rmethod For connecting to the Medici database

" windows suthentication

% Server authentication using Login ID and password

Login 10 |

Password: I

Mame of database catalog:

redici Browse, ., |

MOTE: See inskallakion instructions For details on the permissions needed to connect ko the Medici

database,
Imstallshield
< Back I Mext = I Cancel I
Note

The option to select the database server and the database catalog will be disabled if you have
also chosen to install the database feature, as we have already collected this data. The login
credentials gathered here will be used by the Medici application for connectivity.

4. Select the authentication type you want the Medici application to use to connect to the SQL server.

« Windows Authentication. The credentials of the currently logged in user will be used. This option is
selected by default. This same identity will also be the identity used by the COM+ application which
you will need to configure after the install is completed.

o SQL Authentication. The credentials entered into the Login ID and Password fields will be used.

— Login ID: Login ID must be a valid SQL Server Login that has access rights to the Medici SQL Server
Database.

— Password

The user should have the "db_datareader” and "db_datawriter" permissions on the Medici database.

5. Click Browse to select the Medici database from the selected SQL Server. Click Next. The install will now
verify the SQL connection and will display an error message if the connection is not verified. Edit your
connection information until the install can verify a successful connection with the SQL database.

This completes the collection of information needed for the installation of the Medici server. If you are installing
the Medici client feature you will proceed to collect the information needed for the Medici client installation,
otherwise you will receive the Ready to Install screen.
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Client Installation

These instructions apply to both new and upgrading institutions. To install the client:

Note

If you selected to install or upgrade the Medici server as part of your installation selection, you
will not see the screen in Step 1 since the installation has already collected this information.
You will only see the screen in Step 1 if you are strictly installing only the client.

1. Enter the network name or the IP address of the server hosting the Medici server installation.

i Medici
Medici Server Information

Please enter the Medici Server Mame below,

Medici Server Mame:

InstallEhield

< Back I Mexk = I Cancel

2. Click Next.
3. Select the DMTransaction folder by clicking Browse. This folder already exists for upgrading users and was
created in the pre-installation tasks for new installations.

Note

For most configurations the DMTransaction folder should be on a shared network location so
all Medici clients can access and share transactions.
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DMTransaction Folder Information

Please enter or browse ta the location of the DMTransaction Folder,

D DMTransackion Folder Location:

MOTE: A shared network location should be selecked For the DMTransaction Folder.

Inshallshield

= Back. ext = | Cancel

4. Click Next.

The install will verify if the DMTransaction folder exists and will display an error message if it cannot find the

folder or if the installing user does not have write access to the folder. Please make corrections until the

verification is successful.

After a successful verification you will next be asked to select the preferred method that you want to use to send

emails from Medici.

x|

Email Method

Please select the email method used on this machine,

" Cutlook

" Groupwise
= SMTP

" Lokus Maokes

IrstallShield

i Cancel |

< Back

5. Click Next.

Wolters Kluwer
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6. If you selected SMTP as the email method on the Email Method screen, you will need to:
o  Enter the port number of the SMTP server in the Port # field.
o  Enter the name of the SMTP gateway or IP address of the server in the Server field.

x|

SMTP Email Information

In order For Medici to work with SMTP mail, the Following information is ne
wour IT skaff before completing the screen to ensure wou have the right i

Port #: |
Server: I
Installshield
< Back I Mext = I Cancel |

7. Click Next to complete the collection of information for the client install.

A few more steps are required for the installation to complete.
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Finishing the Install

After entering information for your selected Medici features, you will see the Ready to Install the Program screen.

x

Ready to Install the Program

The wizard is ready to beqgin installation,

Click Install to begin the installation.

IF yvou wantk to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

Installshield
Cancel |

< Back e

1. Click Install. This begins the installation of Medici based on the options you have chosen.
2. For an upgrade, if you selected the Database feature then the install will upgrade your database.

Medici Upgrade [_ 1Ol <]
Your Medici database is being upgraded Medici
Upgrade status:
Making a backup copy of vour Documenter database.., This may take a Few moments, ..
Cancel

Note

The Medici Upgrade window may appear behind the install screen. You may have to look
behind the install screen to see if the upgrade is finished.
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3. If your install includes the server feature, you will receive some status information from a utility named Server
Ferret. The purpose of the dialog boxes is to give you more detailed information about the Medici server install
up to that point.

=il
[The INI file is located at C:\MediciyMediciS ervers -

ML PARSER CONFIRMATION:
ML Parser Version 3 iz inctalled.
ML Parzer Version 4 iz installed.

DCOM INFORMATION:
DCOM iz enabled

¥ML FILE VERIFICATION IMFORMATION:

Y arorder].=ml file found. Pathway good. Date/Time Stamp: 5/13420171 1:34:46 PM
arorder! sml file found. Pathway good. Date/Time Stampe 5413420171 1:34:45 P
arorder2.=ml file found. Pathway good. Date/Time Stamp: 541342011 1:35:08 PM
" arorder3.«ml file found. Pathway good. Date/Time Stamp: 5/13/2017 1:35:34 PM

arorderS.=ml file found. Pathway good. Date/Time Stamp: 5/1342011 1:38:12 PM

“arorder 0.=mil file found. Pathway good. Date/Time Stamp: 5/13/20171 1:37:16 P

farorder20. #ml file found. Pathway good. Date/Time Stamp: 5/13/2011 1:39:12 PM LI

Close |

4. You may also receive some status information labeled Ferret Findings. These are from the SQL Ferret, which is
specific to the client installs.

-Ioix]

Configuration Check:

L 4 i inztalled.
ML 3 s installed.

|»

DCOM iz Enabled

The INI file iz located at C:\MediciMediciClient

Facade Test Successful

INI KEY INFORMATION:
Mo blank Keys were found

METWORK SH&RE INFORMATION:
Mo Metwark Paths contained in 1M1 file

Close |

5. Please peruse the information from any ferret, especially looking for any warnings flashing in red text at the top
of the box. If you find any, please contact SupportLine. Click Close after reviewing and the installation will
continue. Do not cancel out of the installation if you receive any warnings.

6. Once Medici is installed, you will see the last screen informing you the installation of Medici is complete. Click
Finish to complete the installation and proceed to post-install configuration.
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Post-Install Configuration

After installing this latest Medici release, you will need to perform some tasks before using the Medici application.

Update DMTransaction Folder for Upgrades

If you are installing multiple clients, you only need to perform the steps in this section once after the first client
install. Do not repeat the steps for every client. The purpose of these steps is to make certain the updated custom
files get automatically copied over to any new client workstations that may be added to your Medici environment
at a later date.

1. Create a new folder called 1.0 in the DMTransaction\Documenter Update Folder\ location.
2. Place the following files from an upgraded client into the 1.0 folder :
e From the MediciClient folder:
CustomNP1.xml
Macros.ini
RMDisplayVars.xml
PDFSettings.xml
« From the MediciClient\Database folder:
- Mbnk.mdb
e From the MediciClient\Word Automation folder:
- Amort.xls
- Bank_FindReplace.mdb
- Bank_Specific.dot
- BankUseOnlyText.rtf
- Logo001.bmp and any other logo files
- Uformat.ini

Note

You will need to use files from an upgraded client and not the files created during the pre-
install process for Disaster Recovery. Some of the files may be modified during the upgrade
process.

Exclude the Medici Client Directory and DMTransaction from Anti-Virus Scanning

Anti-virus software that performs real-time file scanning while running on a machine that hosts the Medici Client
negatively impacts the performance of Medici. Therefore, exclude the Medici Client directory, and all child
directories, from any real-time anti-virus file scanning. Additionally, the remote DMTransaction path also needs to
be excluded from A-V scanning on each machine running the Medici client.

Permissions to the Medici Client Directory and DMTransaction

Medici users need to have full control permissions to the Medici Client directory, and all child directories.
Additionally, Medici users need to have full control permissions to the DMTransaction directory and all child
directories.

Configure Component Services

COM+ configuration differs depending on the current version of your operating system. Follow the additional
configuration steps in Appendix D to configure COM+ for Windows Server 2003, SP 1 and above as well as
Windows Server 2008. Complete only the section that applies to your environment.
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Appendix D demonstrates how to configure user rights for the COM+ components following an installation of the
Medici Server.

Note

You should only configure COM+ if the Medici Server exists on a separate machine from the
Medici Client.

30



Un-install Medici 2018.2, 2018.1.1, and 2017.1.4

This section describes how to remove (un-install) the Medici application. The un-install behavior described in this
section is only applicable to Medici 2018.2, 2018.1.1, and 2017.1.4.

This un-install feature uses the Add/Remove Program option available in the Control Panel of the Windows
operating system. If you are familiar with removing other applications in Windows, you will find that removing the
Medici application involves similar steps.

Some files and folders remain behind when uninstalling Medici features:

o Uninstalling the Medici Server:

— The backup folders and all the contents of the backup folders are retained. These are the folders and files
you saved to the Custom Files folder in the pre-install section of this guide.

— NumToText.xml — If you have edited this file, an upgrade or un-installation does not change or remove
this file. You can find the file in the root directory of the Medici Server, for example,
C:\Medici\MediciServer.

— License file — This file, DMLic.lic, is not overwritten or removed by an upgrade or un-installation. You
can find the file in the MediciServer folder.

— Encryption Keys folder — This folder and its contents are not overwritten or removed by an upgrade or un-
installation.

—  Server.ini — This file is not removed.

« Removing the Medici Database:

— Existing Medici databases are never removed or overwritten.

— If you choose to remove a Medici database feature, the only files removed are the database upgrade utility
files.

— SQL backup files are your property, and are not removed by the un-installation process.

— Allog file is created during the installation/un-installation process. The log file is not removed during un-
installation. If errors occur as you remove Medici, you might find useful information in the log file. The
SQL log is found in Log Path relative to the SQL Server.

« Removing the Medici Client:
— The DMTransaction folder is never removed or overwritten.
— The Client files that are not overwritten or removed by the install:

«  mBnk.mdb

- Bank_FindReplace.mdb
«  BankSpecific.dot

«  Logo001.bmp or other logo files
«  macros.ini

« uformat.ini

- Barcoding info.xml

«  Amort.xls

« lw.ini

«  BankUseOnlyText.rtf

«  RMDisplayVars.xml

The un-install process will create a backup of important Medici files. These files are saved in <Medici Install
folder>\Install_Backup\<Version Number>\<Date>\<Time>\.

Example: C:\Medici\Install_Backup\10 2 0 1271\4 9 2011\23 35 41\
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The un-installation of any Medici feature does not uninstall any files that were not installed as a part of the Medici
feature. So, if you uninstall a Medici feature, any file remains as is, so long as the file was added after the Medici
feature was installed.

Un-Installing Medici 2018.2, 2018.1.1, and 2017.1.4

To remove Medici:

1. From the Windows Start button, select Control Panel, Add or Remove Programs.
2. From the Currently Installed Programs list, click the Medici application.

3. Click Change/Remove.
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Appendix A: Component Services Configuration for
Windows Server 2003/2008

COM+ configuration differs depending on the current version of your operating system. Follow the additional
configuration steps in Appendix D to configure COM+ for Windows Server 2003 with SP 1 and above as well as
Windows Server 2008. Complete only the section that applies to your environment.

These instructions demonstrate how to configure user rights for the COM+ components following an installation of
the Medici Server.

Note

You should only configure COM+ if the Medici Server exists on a separate machine from the
Medici Client.

1. To open Component Services, from your desktop click Start, click Control Panel, double-click Administrative

Tools, and then double-click Component Services. The Component Services window appears.

Zi"_;-::-:_}-lZomponent Services —I—I' o il
@ File  Action Wiew Window  Help |;|i|l|
o [@mB[2

aak Console Rook
Component Services

Mame I
Event Wiewer (Local) @ Component Services
Services (Local
! ) Event ‘iewwer {Local)
% Services (Local)
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To locate the Medici COM+ Application, expand the Component Services node, expand the Computers node,
expand the My Computer node, and then expand the COM+ Applications node. Click Documenter.

omponent Services

@ File Action ‘Wiew ‘Window Help

=0l x|

JETET

e~ |Em|XEF 2R 2
[:I Console Roat Documenter 3 object(s)
EI@ Campaonent Services
E|[:| Computers G G
E“g E Computer licati Campanents Legacy Roles
= CoM+ Applications Components

B-E® MET Utilities
.fo

(& COM+ Explorer

% COM+ QC Dead Letter Queue
D COM+ Utilities

Docurmenter

@ I3 In-Process Applications
% 115 Qut-Of-Process Pooled ap
2 115 Utilities
+]- 58 M5 Software Shadow Copy Pr
o System Application
-] DCOM Canfig
[1-(Z]) Distributed Transaction Coordinak
-] Running Processes
E]--@ Event Yiewer {Local)

[+~ Setvices (Local)

< ] ©
| | |

2. Right-click the Documenter Medici COM+ object and select Properties. The Documenter Properties window

appears.
Advanced I Crump I Pooling & Recycling I
General | Security I Idertity I Activation I Queving
@ IDocumenter
Description:
Application 10 {B4A369CE-B3B5-4E 1B-A30E-67454EATE131}
QK I Cancel Lpply
Note

If there is no Medici COM+ item on the Medici Server machine, follow the instructions in
Create a Missing COM+ Object.
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3. Click the Identity tab and select This User. Enter a user in the User field.

To make your setup work easier, you can also click Browse to select a user who has sufficient rights and
permissions to be a Local Domain Administrator. This administrator is able to log into the application server, to run

the Application Component, and to access any files or folders used by Medici, but is restricted to operating only on
the local machine.

Documenter Properties ﬂll
Advanced I Dump | Pooling % Recycling |
General I Security Identity | Activation I Queuing

Thig application will run under the following account.
—Account

7 Syztem Account:

" Interactive user - The curent lagged an user,

 Local Semvice - Builtin service ascourt

- Hetwark Service - Builtin senvize account with netwark:
ACEETE

 Local Systerm - Complete aceess to lozal machine

Uzer: I Browsze. .. |

Pazzword: I

LConfirm pagzword: I

\i’) Server applications cannot run under system service accounts.

QK I Cancel Apply

Important

If the Medici database is using Windows Authentication, the user in this tab should also be set
up with permissions to access that database. If no current user meets the defined requirements,
or if there is a need to prevent users from having administrative access, you must create a new
user with the appropriate rights.

4. Click Apply and OK to close the Documenter Properties window.

36



5. Right-click the Documenter item and select Start. This starts the COM+ Service for Medici.

i#:Component Services I ] 4
@ File Action “iew ‘Window Help |;|i|5|
e A XS RAIR A= E 2

[D Console Root Documenter 3 object(s)

EI@ Cormponent Services

[=-[Z] Computers B D g
Elg My Computer

-2 COM+ applications
: {9" MET Utilities

@

COM+ Explorer
% COM+ QT Dead Lekter Queus

Components Legacy Roles
Componenks

A A
a..
ol
3|
Bl

&2 115 Utiliies  Shut down
@8 M5 Software  Disable

&% System App
[-[Z7] DnCOM Canfig

[+ Distributed Tran
(-1 Running Proces:  pelete
E]--@ Event Yiewer (Local)

Wiew 3
Mew Window From Here

-4y Services (Local) Properties

Help

J] | _>I]

6. After you configure the COM+ application, go into the MediciServer folder and run the “Server Ferret.exe”. This
utility will help test the COM+ application locally. When the Server Ferret results are displayed, pay particular
attention to the “Connection Test Information”. If the connection test was successful, the COM+ application is
working properly. Anything other than a successful test result indicates there is a problem with the
configurations.

. Server Ferret Results _ (O]

variablemaph.«ml file found. Pathway good. Dates/Time Stamp: 1052752001 12:27:24 PR ;I
vaniablemapl0.«ml file found. Pathwap good. Date/Time Stamp: 3/21/20012 3:48:08 P
variablemap20. zml file found. Pathway good. Date/Time Stamp: 3/31/20012 9.27:58 PM

iU Mo VAR (D WVERIFICATION INFORMATION:
bt arlD [1708E] iz carect,

M afarlD [25038] i= comect.

b @i arlD [33002] iz comect,

b awfarlD [3409E] iz carect.

M afarlD [E4E84] iz comect,

MawarlD [121456] i corect.

COMMECTIOM TEST INFORMATION:
SOLServer Connection was successful

Cloze |
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Create a Missing COM+ Object

Create the COM+ object only on the machine where you installed the Medici Server, and only if the Medici Client
does not exist on the same machine. Medici users will have difficulty with communications if the COM+ object for
Medici does not exist on the machine where you installed the Medici Server. These instructions demonstrate how
to create a missing Medici COM+ object.

Note

The Medici Server installations that include the Medici Client should not contain a COM+
Component.

1. To open Component Services, click Start, click Control Panel, click Administrative Tools, and then double-click
on Component Services. The Component Services window appears.

i+ Component Services o =] 4|
@ File  Action Wiew window Help |_|ﬁ||5|
s mB 2

ot Console Root

» Component Services Mame

Ewent Yigwer (Local) @Component Services
By SErY Local

g Services (Local) [z Event Viewer (Lacal)

% Services (Local)
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7.

To open COM+ applications, expand the Component Services node, expand the Computers node, expand My
Computer, and then expand COM+ Applications.

omponent Services =] ]
@ File Action View ‘Window Help | =& 1[
D Console Rook COM+ Applications

E@ Component Services

¢ =20 Computers

B ,l%l g Computer @ @ @ @

— i y . NET Ltilities COM+
COMY- Applications
(L DCOM Config

COM+ QC  COM+ Utilities
Explarer Dead Let...

(2] Distributed Transaction Coordinat:

; D Runining Processes @ @ @ @
@ Ewvent Wiewer (Local)

Documenter 115 In-Process
Services (Local)

I3

115 Ltilities
Applications  Qut-OF-Pra.,.

M5 Software Syshem
Shadow Co...  Application

| X
|

8.

To create a new application folder, right-click COM+ Applications and select New then Application from the
context menu.

omponent Services

@ File  Action  View

-1oi ]
Window  Help | - |E'|1||
o | BEXEB[ @8]k =]
[_] Console Roak COM+ Applications
E@ Component Services
= D Computers

EREAE DK -

o—c——rs . MET Utilities
1+ Applicatic

COM+ COM+QC  COM# Utiities
(2 DCamM Config _ Appli 1

(L) Distributed Tram:  yjgw
(2 Running Process

MNew Window From Here @ @ @
Ewvert Yiewer (Local)

115 In-Process
Services (Local) Refresh

-

115

115 Lkilities
Applications  Ouk-Of-Pra...

Help o
— 2
%
M3 Software Syskem

Shadow Ca...  Application

J [ 3]
9.

The Welcome to the COM Application Install Wizard window appears. Click Next.

Wolters Kluwer
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Welcome to the COM+ Application Install Wizard

Welcome to the COM+
Application Install Wizard

This wizard will help you to install or create new applications.

< Back

Cancel

10. Click Create an empty application.

Welcome to the COM+ Application Install Wizard

Inztall or Create a New Application
Please chooze whether you want ta inztall & pre-built application or create an
emphy application.

Inztall pre-built application(s).

Create an empty application.

Computer: tdy Computer

< Back [ext >

Cancel
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11. Type Documenter for the new application name. Select the Server application option and click Next.

Welcome to the COM+ Application Install Wizard |
Create Empty Application ‘_
Flease specify the name of the new application.

Enter a name for the new application:

IDocumenterl

Activation Type

" Library application
Components will be activated in the creator's process,

= Server application
Components will be activated in a dedicated zerver process.

< Back I Nest > I Cancel

12. In the Set Application Identity window, select This User.

To make your setup work easier, you can also click Browse to select a user who has sufficient rights and
permissions to be a Local Domain Administrator. This administrator is able to log into the application server, to
run the Application Component, and to access any files or folders used by Medici, but is restricted to operating
only on the local machine.

‘Welcome to the COM+ Application Install Wizard
@
Set Application Identity =
Flease specify the application identity. J
r Account

The application identity will be set to the following account. Components in the application
will run under this account. ¥ you are creating more than one application, this setting will be
applied to each application.

' Interactive user - the cument logged on user

™ Local Service - Builtin service accourt.

™ Network Service - Builtin service account with network access

User: I Browse .. |

Password: I
Confim password: I
< Back I et > Cancel
Important
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If there is any problem with the administrator, select another user that has full access to both
the folders that Medici uses and to the SQL Server. Access to the SQL Server is only necessary
when using Windows Authentication, however. If no current user meets the defined
requirements, or if there is a need to prevent users from having administrative access, you must
create a new user with the appropriate rights.

13. After you create or select a user, click Next.

14. If you are on Windows Server 2008, you will be asked to Add Application Roles and Add Users to the roles.
Accept the default role, CreatorOwner, click Next, and accept the current user. Click Next and Finish.

15. If you are not working from Windows Server 2008, please skip to Step 14. For Windows Server 2008 users,
right-click Documenter and choose New, Component. Click Next from the COM+ Component Install Wizard
Welcome screen.

Welcome to the COM+ Component Install Wizard [ x|

Import orinstall a component S—

..install @ new component or import components that are already registered.

Install new component z).

Import component|s) that are already registered.
WARNING: This will not register interface and method information.

Install new event class(es).

H

Application: DocumenterPlus
Computer: My Computer

< Back | Hest > | Cancel |

16. Choose Import component(s) that are already registered and browse to the location of DMFacade.dll in the
MediciServer folder.

(%) Select files to install
'k )'v + Local Disk (C:) = Medid ~ MediciServer - - l‘all Search MedidServer
Organize New folder = - O @
N . -
' Favorites Mame | Date modified | Type =1
Bl Desktop . TxnLog 5/31f2011 3:55 AM File folder
% Downloads %) adodb.dl 5/29/20117:51PM  Application €
<L, Recent Places ] Cryptolnterface i 5/29/20118:49PM  Application €
| DEXML.dIl 5292011 8:50 PM Applicati
=l Libraries = 125] pRicaton &2
3 Documents %] DMCommon.dl 5292011 8:50 PM Application €
,J“. Music %] DMDAO. dIl 5292011 8:49 PM Application €
k= Pictures %] DMDataSource. dll 5/29/2011 8:50 PM Application &
E Videos %] DMDocGenDataSource.dll 5/29/2011 8:50 PM Application &
. |%| DMDocumentGenerator. dil 5/259/2011 8:51 FPM Application &
"M Computer E
| DMDocumentGeneratorManager. dil 5/29/2011 8:51 PM Application e
i Network DMFacade.di 5/29/20118:51PM  Application
|| DMFacade TLB 5/29/20118:51PM TLB File -
4 | 3
File name: IDMFa(adE.dII j IComponent Files (*.dll;*.tlb) j
Open I Cancel |
2
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17. Click Open. DMFacade.dll has been added to the Files to Install list.

Welcome to the COM+ Component Install Wizard E3
-1
Install new components e
Please specify the file(s) that contain the components you want to install. J

Click Add to choose the file(s) that contain the components you want to install.
Files to install:

File | Contents |
iC\Medici\MediciServer\DMFacade... components, typelib |

I

Hemowe
Components found:
Component | Propeﬂies| IrrterFaces| Installed | v Details
Facade COM= found Mo
< Back MNext > Cancel

18. Click Next and Finish and DMFacade.dll will be installed as a component. Skip to Step 15.

19. Drag and drop the DMFacade.dll file from the Medici Server Directory location to the Components folder under
the new Medici application, for example: C:\Medici\MediciServer.

{¥-Component Services

@ Fle Action  View ‘indow Help

= amEX @R 28R
] Console Rook
£ Component Services

=[] Computers D D D
=2, My Computer

Components  Legacy Roles
=] D EOM+ Applications Components
& NET Utilties

8

Documenter 3 obisct(s)

D O+ Explorer

@ MediciServer o =] 4]
COMH- QC Dead Letter Queus

B Coms eitine Fle Edt WVew Favorltes Tools Help ‘ =

Documenter Q 3 | ~ |
Back ~ () - ) Search Folders -

£9 115 In-Process Applications o/ IJ-E P -
@ 13 Out-Of-Process Pooled Ap Aekdress [ C\pediciprediserver B
& 113 Utiities

MS Software Shadaw Copy Pr

g svetom Applcatin File and Folder Tasks % j . F ‘5:] 13']
-1 DCOM Canfig Em Rename this File
i 1 .«

)--[_] Distribubed Transaction Coordinat

by - f| OMFacade... OMFacade..
-0 Runing Procssses ey Mo this Fle
-] Ewent Wiewsr (Lacal) ) Copy this fils
-8y Services (Local) £ Publish this il to the ﬁ ﬁ ﬁ
web = C
P Dlbive, I DMMananer.ll Dol s ol
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20. Verify the component folder appears as follows:

omponent Services = IEllll

@ File Action Wew Window Help |_|ﬁ'|1|

- | BEX2R |20 E
N

[:I Console Root | | Components

IH@ Compaonent Services
=[] Computers a a a

=[5 My I

=8 F_El omputer o DMFacade,  DMFacade.  DMFacade,
= EOM+ Applications FxIND IFacade ServerFacade

&2 NET Utiities

&2 come Explorer
% COM+ QC Dead Letter Qui

H- &2 COM+ Utilities

E% Documenter

¥-£-3 Components

[:I Leqacy Components
[ Raoles

D 115 In-Process Applications

% 115 Out-Of-Process Pooled

&2 115 Utiliies

g MS Software Shadow Cops

System Application

[+ DCOM Config

[-(_] Distributed Transaction Coardi
-[Z] Running Processes —
[]--@ Event Yiewer (Local)

.

cvvicar {1 araly e
p l = | | _DIJ

21. Right-click the Medici COM+ object, Documenter, and select Start to start the service.

mponent Services = |E||1|
(@ File  Action View ‘Window Help | 1= %]
& = |@m| X

(C1 Console Roat Documenter 3 object(s)
El@ Component Services
=[] Computers D D D
Eg My Computer

=2 com+ Applications
&9 NET Utiliies
D Com+ Explorer
COM+ QC Dead Letter Queue
£ Com+ Utilties

Components Legacy Roles
Components

ket

A &

+

D 115 In-Proce __Expart... |

% 115 Qut-Of-f

£9 1S Uilies | Shut dawn
MS Software  Disable
System App

[-[Z DCOM Conifig

[+ Distributed Tran

[ Funning Process Delete

[]--@ Event Viewer (Local)

Wiew 3
Mew Window from Here

[+-4 Services (Local) Properties

Help

dl | j]
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COM+ Disabled in Windows Server 2008

The Medici Server requires an enabled COM+. For both new and upgrade users, COM+ may be disabled by default
in Windows Server 2008 as shown by an error in the Event Viewer when attempting to start the component:

H Ewent Propertees - Event FH0 4, Diadvibed el C0A

[General | et |

Thwe acbrvation boe CLTD [EREANDHE T-4C 5 - 0078 AX0F- CETQEFF2TI01] fwled becaupe semabe
Rt tions e COM » bee danisled, T daatd thes Fuschoninhiy ute Torser Moalser 10 matal the
COHhA + Hebanark Acted fesbums in the Spplabion Tareer ol

o L+

Lag Hapue: Hyrbem

urge; Dtk d 008 Loggeg: AL 1R S-S AR

Ewerit Ex 16434 Task Cateigany ~ None

Lesml Errae rward Clatsic

e [T Y Compubeg slhybialiid bt nthb oo
Dplade; Enhe

Wore jnfoirestices . fyent Log Onlne Helg

M Chane

1. To enable COM+, open Server Manager, right-click Application Server and select Add Role Services.

E-,-. Server Manager

File Action  Wew Help
= Mo
ia Server Manager (XLABSAYZKERDZE
= _E;t » Raoles
= f'| Application Server
H & Camponer

e the health ©

=2l File Services Remove Raole Services
W5 web Server (1
# (5] Features Refresh —
[+ _j Ciagnostics Help z
= fﬁ’j Configuration
T Task scheduler # Roles: 3of 17 install
Windows Fireveall with fdvwe )
;\5‘}._ Services w4 Application Server
L4
g5 WM Control File Services
. % Local Users and Groups Weh Server (115)
F =5 Storage
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22. Select COM+ Network Access and click Install.
|
ﬁ; Select Role Services
'n
EEEETE - e e covvices b sl o Aplcahion Sarvin:

Cordmedion Bk serves: Deseription:
i [ IEEEEEREERREEE] 0 e
Arndts > [ ey
[ Ctas hintweork Actens Mﬂm’"ﬂh S ncror
TR Pant Sarr Fraralstion {WFF)., Thess frameserks
= [ it Progeis Sctrvation Serveis Sugert {trikabed} it & pewseriul infraciruchas Tor
Vsl puary Atrvatains xﬂm‘ ‘:" mm o
L WCP Actiestion
L] Mamed Pipes Aeitraion
5 | Detnbubed Transacion:
U] trecioevineg Fosvecices Traraactions:

L Castgoars) Remobe Trandstions
W Trasactons
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Appendix B: Component Services Configuration for
Windows Server 2012

COM+ configuration differs depending on the current version of your operating system. Complete only the section
that applies to your environment.

These instructions demonstrate how to configure user rights for the COM+ components following an installation of
the Medici Server.

Note

You should only configure COM+ if the Medici Server exists on a separate machine from the
Medici Client.

1. Search for Component Services in the Start menu.

&) LABWEA1 2HVIMIT WKMNLAR net - Rernote Desktop Connection (=)

Search

A p pS Results for “component Apps

COMp onentl

Apps

Q Settings
i Files

e Intemnet Explorer

23. Select Component Services. The Component Services window appears.

%,

Component Services

®. File Action View Window Help

e 2@ B & H[=
| 23 Console Root . Actions
2. Component Services | ;
b = P Component Services  «
b 4] EventViewer (Local) Computers .
b Services (Local) More Sctions »
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24. To locate the Medici COM+ Application, expand the Component Services node, the Computers node, the My
Computer node, and the COM+ Applications node. Select Documenter.

%. File Action View ‘Window Help i
o 2m XD 6 R EEY

(L1 Console Root — Actions
4 . Component Services __l j j
4 [ Computers Components  Legacy Roles -
4 (& My Computer Components Mare Actions »
4 | COM+ Applications
[ ? COM+ Explorer
b & COM+ QC Dead Letter Queue Lig
b £ COMs+ Utilities
[ ? COM+ Utilities (32 bit)
b & Documenter
b @ Syster Application
» | DCOM Config
B | Running Processes
b | Distributed Transaction Coordinator
vent Viewer (Local)
b L Services (Local)

25. Right-click the Documenter Medici COM+ object and select Properties. The Documenter Properties window

appears.
. - a X
%. File Action View Window [=I=] %]
e n@m XD B
(L Console Root General ‘ Seculty | Actions
4 . Component Services | E

4 || Computers & Name: ‘ G| :

4 (& My Computer More Actions »

4 | COM+ Applications -

b ? COM + Explorer Descriptior:

b & COM+ QC Dead

b €2 COMs+ Utilities

b S COMe+ Utilities (33

b & Documenter

p 9 Systern Applicatiol
p 1 DCOM Config

p [ Running Processes

p | Distributed Transactig

b (4] EventViewer (Local)
3 f':.", Services (Local)

Application 10: {562E 3B03-2046-41D5-92D 7-4112808E 067F}

Leam more about setting these properties.

< n ok | [ cancel || oy

Note

If there is no Medici COM+ item on the Medici Server machine, follow the instructions in
Create a Missing COM+ Object.
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26. Select the Identity tab and select This User. Enter a user in the User field.

« To make your setup work easier, you can also click Browse to select a user who has sufficient rights and
permissions to be a Local Domain Administrator. This administrator can log into the application server, run the
Application Component, and access any files or folders used by Medici, but is restricted to operating only on
the local machine.

27. Click the Apply and OK buttons to close the Documenter Properties window.

. Comnnnent Services - |0 X
. i ? B
B. File Action View ‘Window H Documenter Properhes _ -|&|*
o5 :'; & ?( |: e ﬂ L Advanced ] i Dump | Pooling & Recycling
= i Identi vati i —
1 Console Roct | General | Security | entity Activation [ Queuing | Actions
4 B Component Services Thiz application will win under the following account. -
4 ] Cormputers Account Documenter
4 18 My Computer () System Account: More Actions »
4 [ COM+ Applications Interactive uger - The cunent logged on wser
p 2 COM+ Explorer ; )
b g’ COM«+ QC Dead L Local Setvice - Bult-in service account
4 g’ COM + Utilities Metwork Service - Buill-in service account with network access
p 2 COM« Utilities (32
b g Docurnenter Local Systern - Complete access to local machine
I 9 Systern Applicatiol (®) This user:
[ DCOM Config — —
User: |na\Meducu.Admnstrato’] | | Browse... |

b ] Running Processes

I Distributed Transactig )
i Bassword
p [4] EventViewer (Local)

p o5 Services (Local) Confirm password:  |esessssssssssss

'.o Server applications cannot run under system service accounts.

Leam more about setting these properties.

< i ok || cencel || e

Important

If the Medici database is using Windows Authentication, the user in this tab should also be set
up with permissions to access that database. If no current user meets the defined requirements,
or if there is a need to prevent users from having administrative access, you must create a new
user with the appropriate rights.
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28. Right-click the Documenter item and select Start. This starts the COM+ Service for Medici.

22 Component Services [=To |
®. File Action View ‘Window Help - ||
e 2m XE ¢ @m) i
(1 Console Roat Actions
4 B, Component Services
Documenter =
4 | Computers Components  Legacy Roles

4 (& Wy Computer Components More Actions 3

4 COM+ Applications
b B2 COM«+ Explorer
b & COM+ QC Dead Letter Queue Li
p B2 COM+ Utilities
b 2 COM«+ Utilities (32 bit)
[
3

2 Documenter
4 Export...
PO star
pCR Shut down
b [ D) .
3 ii] Ewent Viewer Dissble
[ Services (Loc Wiew L

MNew Window from Here
Delete
Properties

Help

29. After you configure the COM+ application, go into the MediciServer folder and run the “Server Ferret.exe,” This
utility will help test the COM+ application locally. When the Server Ferret results are displayed, pay particular
attention to the “Connection Test Information." If the connection test was successful, the COM+ application is
working properly. Anything other than a successful test result indicates there is a problem with the
configurations.

. Server Ferret Results !El E

variablernap.=ml file found, Pathway good. Date/Time Starp; 107272011 12:27:24 PM d
varniablemap]0 sl file found. Pathway good. Date/Time Stampe 35314200 2 3:48:08 P
vaniablemap20.«ml file found. Pathwayp good. Date/Time Stamp: 3/21/20012 9:27:58 P

HhL Maed VAR (D VERIFICATION IMFORMATION:
M afarlD [1708E] i= comect.

b @i arlD [28038] is comect,

b &l arlD [33002] iz comect.

b @i arlD [34096] i comect,

M aw arlD [E4684] iz camect,

M afarlD [127456] iz comect.

COMMECTIOM TEST INFORMATION:
SOLServer Connection was successful

Cloge |
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Create a Missing COM+ Object

Create the COM+ object only on the machine where you installed the Medici Server, and only if the Medici Client
does not exist on the same machine. Medici users will have difficulty with communications if the COM+ object for
Medici does not exist on the machine where you installed the Medici Server. These instructions demonstrate how
to create a missing Medici COM+ object.

Note

The Medici Server installations that include the Medici Client should not contain a COM+
Component.

1. Search for Component Services in the Start menu.

&) LABWEA1 2HVIMIT WKMNLAR net - Rernote Desktop Connection (=)

Search
A p pS Results for “component Apps

COMp onentl

ﬂ'ﬂﬂs

e Intemnet Explorer

30. Select Component Services. The Component Services window appears.

"

Component Services

®. File Action View Window Help

& 2@ B 6| B
[ 23 console Root . Actions
#. Component Services . "
b = P Component Services  «
b ld] EventViewer (Local) Cornputers ]
B Services (Local) More Actions »
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31. To open COM+ applications, expand the Component Services, Computers, My Computer, and COM+
Applications nodes.

] Console Root
4 . Component Services
4 [ Computers
4 (& My Computer
.
b E2 COM + Explorer
b £ COM+ QC Dead Letter Queue Lis
p B2 COM + Utilities
b B COM+ Utilities (32 bit)
[ 9 Systern Application
p (] DCOM Canfig
p [ Running Processes
b | Distributed Transaction Coordinator
b [4] EventViewer (Local)
bk Services (Local)

COM+ COM+QC
Explorer  Dead Lett..

S

System
Applicstion

COM+
LUtilities

&

COM=+
Utilities (..

More Actions .4

32. To create a new application folder, right-click on COM+ Applications and select New and Application.

%o File  Action  View Window Help

oo 2@ XE o HE O/ [RoEEE

(1 Console Root

a Component Services

#l&

5

p [ Distributed Transaction Coordinator
b 4] Event Viewer (Local)
b Services (Local)

4 ] Computers COM+ COM+ QC COM+
4 (& My Compute, Explorer Dead Lett... Utilities
PR —— —
b QTI New > || Application ||
b a Wiew »
pEC Mew Window fram Here ion
R
b 9 Sy Refresh
p [ DCON Help
p [ Running rrovesses

COM+
Utilities (...

Mare Actions »
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33. The Welcome to the COM+ Application Install Wizard window appears. Click Next.

- | O x
[=Te]x]
Welcome to the COM+
Application Install Wizard # Actions
This wizard vall help you to install or create new applications. Applications
COM+ e
Utilities (.. More Actions »
| <Back [ Newts | [ Concel
34. Select Create an empty application.
........ - | O X
[ [-T=]x]

Install or Create a New Application
Please choose whether you want to install a pre-built application or create an
empty application. #
COM +
Utilities (.,

5%? Instal pre-bult spplication(s)
‘J‘.
‘* Create an empty appication.

Computer: My Computer

< Back | Newt> | Cancel

Iore Actions »
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35. Enter Documenter as the new application name. Select the Server application option and click Next.

Welcome to the COM+ Application Install Wizard [xT]

Create Empty Application iy
Please specify the name of the new application

Enter a name for the new application:
‘Dommmei

Activation Type

Libeary apphcation
Components will be activated in the creator's process.

(®) Server application
Components will be activated in a dedicated server process.

[ <Bsck | Mea> | [ concel

36. In the Set Application Identity window, select This User.

« To make your setup work easier, you can also click Browse to select a user who has sufficient rights and
permissions to be a Local Domain Administrator. This administrator is able to log into the application server,
run the Application Component, and access any files or folders used by Medici, but is restricted to operating
only on the local machine.

37. After you create or select a user, click Next.

p P = o] x
Welcome to the COM+ Application Install Wizard - l 2 x
Set Application |dentity ¥ -
Please specify the apphication identity. ‘
:’I Actions
ferrre COMe COM + Applications A
The application identity will be set to the following account. Components in the application Utilities (... More Actions »

will run under this account. 1f you are creating more than one application, this setting will be
applied to each application.

) Interactive user - the cument logged on user
O Local Service - Built-in service account

) Network Service - Builtin service account with network access

(®) This user:
User, | natMedici Adrinistator | [ Eowe..
Password: l--.-oltn I

Confirm password:

‘ < Back “ Mext > || Cancel

Important

If there is a problem with the administrator, select another user that has full access to both the
folders that Medici uses and to the SQL Server. Access to the SQL Server is only necessary
when using Windows Authentication, however. If no current user meets the defined
requirements, or if there is a need to prevent users from having administrative access, you must
create a new user with the appropriate rights.
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38. You will be asked to add Application Roles and add Users to the roles. Accept the default role, CreatorOwner,
click Next, and accept the current user. Click Next and Finish.

Add Application Roles
Please add application roles.

COM+
Utilities (.., Mare Actions »

&E

CreatorOwnes

39. Expand Documenter, Roles, and CreatorOwner. Right-right on Users, select New and User. Add the Medici User
Group and click OK.

®. File Action View Window Help REE
e 2@ XE G| I NEES E
1 Console Root & I Actions
4 . Component Services
4 ] Computers NN avid ... 5
4 (& My Computer Maore Actions »

4 ] COM+ Applications
b ? COM+ Explorer
b & COMs+ QC Dead Letter Queue Lis
b COMe Utilities
[ ? COM+ Utilities (32 bit)
4 £ Documenter
4 | Components
| Legacy Components

4 Roles
4 s: CreatarOwner
m
4 ‘%‘ New » || User ||
b @ System Applica View »

p [ DCOM Config
b (] Running Processes
b || Distributed Transa Refresh
b Event Viewer (Local) Help
b G Services (Local)

Mew Window from Here

<| m >
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40. Right-click on Components and select New and Component.

. File Action View ‘Window Help
e 2@ X3 g

(21 Console Root
4 B, Component Services
a4 | Computers
4 (8 My Computer More Actions 4
4 | COM+ Applications
3 ‘ COM+ Explorer
b & COM+ QC Dead Letter Queue Lis
p 2 COM« Utilities
p 2 COM+ Utilities (32 bit)
4 & Documenter

=S
p [ Le | MNewy » ” Component “
b [ Rel View »
b D System | Window from Here
b ] DCOM Co
p [ Running P Refresh
b [ Distribute Help

b [4] EventViewer (Local)
b Ol Services (Local)

Import or install a component
_install a new component o import components that are akeady registered.

Maore Actions »

Install new component{s).

Import compaonent(s) that are already registered.
WARMING: Thiz will not register interface and method information.

Install new event class{es).

Documenter
My Computer

| < Back ” Mest > Jl Cancel
|
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42. Browse to location where the Medici Server was installed. (C:\Medici\MediciServer is the default location)
Select DMFacade.dll.

43. Click Next and Finish. The DMFacade.dll will be installed as a component.

[=]8] x ]
=]s]=]

Install new components
Please specily the file(s] that contain the components you want to install

Click Add to choose the file(s) that contain the components you want to install

Files to install: More Actions »

File Contents
[_Bemove |

CiiMedichMediciServer\DMF acade.dll components, lypelib

Compaonents found:
Component Propetties Interfaces  Installed (¥ Detais
FaMI COM+ faund
IFacade COM+ found
ServerFacade COM+ found

[ <Beck |{ Nea> J | Concel |

] Distributed Transaction Coordinator
b [4] Event Viewer (Local)

b 05 Services (Local)

44. Verify the component folder appears as shown below.

%, File Action Wiew ‘Window Help NEE
o 2m XE G

(1 Console Root.
4 . Component Services o o e
4[| Computers DMPFacade. DMFacade. DMFacade. -
4 (& My Computer FdMI IFacade  ServerFacade More Actions >
4 | COM+ Applications
[3 ? COM + Explorer
b % COM+ QC Dead Letter Queue Li:
b B2 COM+ Utilities
3 ? COM + Utilities (32 bit)
4 & Documenter
y
b @) DMFacade PN
b @ DMFacade.Facade
» @) DMFacade.Serverfacade
] Legacy Components
4 | Roles
4 &7 CrestorOwner
p ] Users
b @D System Application
p | DCOM Config
b (] Running Processes
b | Distributed Transaction Coordinator
b [ Event Viewer (Local)
b 5 Services (Local)

(<] ] [ T5]
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45. Right-click on Documenter, and select Start to start the service.

% Rile  Action  Miew Window Help

oo nmE XE | BE O [ffxiEm s

[_1 Console Root o o o
4 8. Component Services
4 | Computers DMFacade. DMFacade. DMFacade.
4 (& My Corputer FxINI IFacade  ServerFacade
4 ] COM+ Applications
b 2 COM+ Explorer
b £ COM+ QC Dead Letter Queue Lis
b 2 COM+ Utilities
b 2 COM+ Utilities (32 bit)

b Shut down
f;‘l . Disable
P MNew Window from Here
4 Delete
b D Syste Properties
p [ DCOMC Help

p [ Running
b | Distributed Transaction Coordinator
b 3] EventViewer (Local)
b 5 Services (Local)

<] " HRE

| Actions

Mare Actions
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COM+ Disabled in Windows Server 2012

The Medici Server requires an enabled COM+. For both new and upgrade users, COM+ may be disabled by default
in Windows Server 2012.

To enable COM+, open Server Manager, select Add Roles and Features, Server Selection, and Local Server. Click
Next, expand the Application Server selection, and ensure COM+ Network Access is installed.

DESTINATION SERVER
Select server roles LABWEA1ZHYMAZTWKMNLAS NET
Before You Begin Select one or mare roles to install on the selected server.
Installation Type Roles Description

Server Selection

. 3 i . COM+ Metwork Access enables
[[] Active Directory Certificate Services Application Server to host and aliow

[[] Active Directory Domain Services remote invocation of applications
Features [[] Active Directory Federation Services built with COM+ or Enterprise

[] Active Directory Lightweight Directory Services SAnRCRE oM pobmis

[[] Active Directory Rights Management Services =

| >

4 [E] Application Server (Instalied)
[+] .NET Framework 4.5 (Installed)
b [ Distributed Transactions
[C] TCP Port Sharing
[ Web Server (IiS) Support
b [[] Windows Process Activation Service Support
[C] DHCP Server
[] DNS Server
[] Fax Server

<Pfev1ws|| Next > | | Install || Cancel |
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Appendix C: Windows Server 2003 or 2008 for COM+ and
the Medici Application Server

You must set up your server as an application server and not just a file server. Windows Server 2003 must be at
SP1.To enable COM+, add a Domain Level Group to the Distributed COM Users group local to your Windows
Server 2003 or 2008 machine and add a new role to the Medici COM+ component containing the Distributed COM
Users group as a user.

Note

These instructions are additional instructions for the Distributed COM Configuration
performed for the standard Application Server installation. You still need to ensure that you
enable COM+ and that you have configured the Identity tab of the COM+ Component.

You can find more details on Win 2003 SP1 configurations here:
http://www.windowsecurity.com/articles/Security-Configuration-Wizard-Windows-Server-
2003-SP1.html.

1. To open Computer Management, click Start, click Control Panel, double-click Administrative Tools and double-
click Computer Management.

"8 Administrative Tools o ]

File Edit Wiew Favorites Tools Help | -:f
S @ <

@Back </ lﬁ P Search i Folders

Address I{g Admiristrative Toaols j Eo

-
— Component Services

File and Folder Tasks  # Sharkcut

Ii]n Rename this File

_?g Move this File

D Copy this file

€3 Publish this File to the

[
rad
s}
“
=

# Data Sources (ODEC) Event Wiewer
g Shorkcut i o Shortout
z - ZKE

a
=]
E_

Wweb Inkernet Information Services Laocal Security Palicy
(=) E-mail this file Shorkcut Sherteut
- 2KB 2KE

¥ Delete this file
E’ Microsoft \MET Framework 1.1 Microsoft MET Framework 1.1
(= Configuration ‘izards

Other Places A u.r! Shortcut Shortcut

@ control Panel Performance Services

[B Wy Documents Sharkcuk Sharkeuk

. 2KE 2KE

:-J My Computer

\3 My Nebwork Places

[
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46. To access the Distributed COM Users group, open the System Tools node, the Local Users and Groups node,
and click the Groups folder. Double-click the Distributed COM Users group.

=
g File  Action Wew ‘Window Help |_|ﬁ'|l|
MR

IE Computer Management (Local) | Mamne | Description |
E‘m System Tools WS Administr ators Administrators have complete an...
@ Event Yiewer gBackup Operators Backup Operators can override 5.,
% Shared Folders gGuests Guests have the same access as...
8§ Local Users and Groups Network Configuration ... Members in this group can have ...
; g z::;;s Power Users Power Lsers possess most admin, .,

Remote Deskkop Users Members in this group are grant...

Performance Logs and Alerts ) T )
Supports file replication in a domain

Device Manager

Strage Users Users are prevented from makin...

% Services and Applications gDebugger Users Debugger users can debug proc, .,
kribut o launch, ...

gHelpServicesGroup Group for the Help and Support ...

Note

Microsoft added this group to better facilitate how you grant access to users of Distributed
COM components.

47. The Distributed COM Users Properties window appears. Click Add.

Distributed COM Users Propetties ed |

General I
@ Digtributed COM Users
Description: Members are allowed ta launch, activate and uze Distrib
Members:

Add... | Femove |

0K I Cancel Apply

62



48. The Select Users, Computers, or Groups window appears. Verify the object type is Users or Groups, or click
Object Types to change it. Add your Medici Group to the Distributed COM Users group by entering its name in
the object names field and clicking Check Names. Click OK to exit this window, click Apply, and OK to exit the
properties window, and then close the Computer Management window.

select Users, Computers, or Groups

Select thiz object type:

IUsers ar Eroups Object Typesz...

From thiz location:

Iwkglnbal.com Locations...

Enter the object namesz to zelect [examplez]:

Lheck Mames

BT

Advanced... | [ I Cancel

Note

The Medici Group should be the same group you use to maintain access to the shared network
location DMTransaction path. This allows for easier maintenance if you need to add users to
Medici.

49. To open Component Services, click Start, click Control Panel, double-click Administrative Tools and double-click
Component Services.

B Administrative Tools o [m] |

File Edit View Favorites Tools Help | :f
- €Y - @ =

@Back =D lﬁ 7 Search i Folders

Address I{g Administrative Tools j Go

3

File and Folder Tasks

E Computer Management
Sharkeuk
2KB
Event Yiewer
Shortcut
(A ? ZKB

Ii]n Rename this file

_& Move this File

D Copy this file

&3 Publish this File to the
web

Inkernet Information Services Laocal Security Palicy
Shartcut Shortout

) E-mail this filz
4 ZKE ZKE

¥ Delete this file

E’ Microsoft \MET Framework 1,1 Microsoft JMET Framework 1,1
Configuration Wizards
ey
Other Places A urt* Shortout Shortout

Services
Shortout
ZKE

Performance
Shartcut
ZKE

G- Control Panel
D My Docurnents
¢ My Computer
\g My Nebwork Places
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50. The Component Services window appears. To access the Medici COM component, open the Component
Services node, the Computers node, the My Computer node, the COM+ Applications node, and the

Documenter node.

1o/
JREDS

Component Services
@ File Action Wiew Window Help

& = | B m| X 7@ ][ El

(_ Console Roaok Documenter 3 objectis)

EI@ Component Services D D Q

ED Computers
E“@ My Computer Componernts Legacy Roles
-2 COM+ Applications Componients
& NET Uiities
D COM+ Explarer
% COM+ QC Dead Letker Queus
&2 COM+ Utilities

b II5 In- Process Applications
115 Out-Of-Process Pooled Ap
&2 115 Utilties
M5 Software Shadow Copy Pr
§ System Application
-(_] DCOM Config
[-(_] Distributed Transaction Coordinat
[+ Runining Processes
[

- Event Viewer {Local)
[H-#g Services (Local)

il | ©®

Component Services
@ File  Action Wiew Window Help

<=-»|-l_|><|z_zrl|g>|ﬁll-_a

Documenter 3 objeckis)

o)

D Console Root

= @ Compaonent Services I
= 0 Computrs o O oy

- My Computer
% (L3 com+ applications Components Cohwepgoa;:nts Wig 3
-2 MET Utilties
D com+ Explorer Refresh
% COM+ QC Dead L

&2 COM+ Utilities
% Documenter
D Components
D Leqgacy Comp
[ Roles
£9 115 In-Process Apl
% 115 Out-Of-Proces
&2 115 Utilities

M3 Software Shac
- System Applicatiol
F-[Z] DCOM Config
[#-(Z]] Distributed Transactio
-] Running Processes  —

[]--@ Event Yiewer {Local)
=) Saruicac {1 aralt hd
- »
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52. The Role window appears. Type a name for the new role, such as Documenter Users.
Role x|

E Fleaze enter a name for the new item.

|D|:ucumenter IIzerg

ak | Cahcel

53. Expand the Documenter Users node. Right-click Users and select New, then User.

omponent Services = |EI|5||
@ File  Action Wiew ‘Window Help |_|ﬁ'|£||
&= | AmE X AR 28|k 8

_1 Console Roat ~| | Documenter Users 1 object(s)
EI@ Component Services
-1 Computers

E@ My Campuker E
=2 oM+ Applications Wigw 3
2 MET Utiities
Refresh

D com+ Explorer
% COM+ QC Dead Letter Quen
%2 COM+ Utilities
[=-#5% Documenter
D Components
[:l Legacy Components
=[] Rales
E& Daocurenter Users
L D Users
(-2 115 In-Process Applications
[r-258 115 Oub-Of-Process Pooled £
%2 115 Utiities
[+ M3 Software Shadow Copy |
[+ System Application oo
(2] DCoM Config

(21 Distributed Transaction Coordj;J
-
3

.77 Dnmine DeAraccas

1] |

54. The Select Users or Groups window appears. Click Object Types.

Select Users or Groups

Select thiz abject lype:

ILIsers or Buil-itn security principals Object Tepes...

Frorn thiz location:
ISF'EI:TFHEEIGSEHR-f Locatione. ..

Enter the object names to select [examplez):

Check Mames

BE

Advanced... | [ I Cancel
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55. The Object Types window appears. Select the Groups check box and click OK.

Select the types of objects you want to find.

Obiject types:
tﬁ Built-in security principals
. H Groups

€7 Users

ok I Cancel

56. Type Distributed Com Users in the Enter the object names to select field and click Check Names.

Select Users or Groups

Select thiz object type:

IUSE[S, Groups. or Bul-in zecurity principals Ohject Types. ..

Fror thiz location:

21x|
ISPEETHE2K35EHV Locations... |

Enter the object names to select [examples]:
Diztributed Com Userd LCheck Mames

Advanced... | 0k, | Cancel

57. Verify that you see the local machine name and domain appear before the group name. Click OK.

Select Users or Groups ed |

Select thiz abject bype:

i

IUSEIS, Groups, or Built-in gecunty principals Object Tupes..

From this location:
ISF'EI:TFIEEICBSEFH-f Locations...

Enter the object names to select [examplez]:
SPECTREZ2KISERWM\Distributed COM Users Check Names

b

Advanced... | ] | Cancel
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58. Right-click Documenter and select Start. Close the Component Services window.

i7:Component Services _|D|ﬂ|
@ File Action Yiew Window Help |_|ﬁ'|1||
R 3 |

D Console Root Documenter 3 objectis)

EI@ Caomponent Services
ED Caomputers D D Q
EI@ My Computer o Compaonents Legacy Raoles
,__—_|C| Egm+ Applications Campanents
@ JMET Ltilities
[#-%2 COM+ Explorer
&

COM+ Qi Dead Letter Queus
--g COM+ Utilties

Docurnentety
D 115 In-Proce _ EXPArE..

115 ut-OF 4

Shut down
Disable

ig 3

DCOM Confi
&3 onna New Window from Here

[-(Z] Distributed Tran
[+ Running Praces: pelets
[]--% Event Yigwer {Local)

[+- 8 Services (Local) Froperties

Help

1 | _>I]

Grant Remote and Local Access

If you are unable to use the Distributed COM Users group, you need to set up a Medici Users group directly into the
role of the Medici COM+ component, instead of adding the Medici Users group to the Distributed COM Users
group and then adding the Distributed COM Users group to the role of the Medici COM+ component.

If you do need to add the Medici Users group directly to role of the Medici COM+ Component, you must follow
these additional steps to grant Remote and Local Access to Distributed COM+ components for this group:

1. To open the Local Security Policy on the server hosting the Medici Application Server, click Start, click Control
Panel, double-click Administrative Tools, and double-click Local Security Policy.

" Administrative Tools =101l

File Edit Wiew Fawvorites Tools  Help | :l"
- &Y - ) -

Gﬁack (=3 | lj} P Search W~ Folders

Address I{g Administrative Tools j G

Zomputer Management
Shortout
ZKEB

Component Services
Shortcut
ZKE

File and Folder Tasks  #

Qﬂ Rename this file

_E' Move this file Ewvent Vigwer

) Copy this file g’:(tgttut ghgartcut
@ Publish this file ko the
Wieh Internet Information Services
) E-mail this file Sharteut
ZKE

2 Delete this file

Microsaft MET Framework 1,1

E’ Microsaft MET Framewaork 1,1
‘Wizards

L e

Configuration

=

Other Places F3 | | u-ﬁ Sharkeut i
G- Control Panel Parformanca cervices
) My Documents Sharkut Sharkout
= ZKE ZKE

d My Computer

ig My Mebwork Places
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59. The Local Security Settings window appears. Expand Local Policies and select the Security Options folder. Select
the DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax option and
press Enter.

£ Local Security Settings EE R

File Action Wiew Help

o BXEB[2
@ Security Settings Palicy  # I‘
@ Account .P.olicies Accounts: Administrator account status

@ Local Palicies Eﬂ Accounts: Guest account skatus

% Audic ED:':V . Accounts: Lirrit: local account use of blank passwords to consale logon only
User Rights Assignmen [R¥] accounts: Rename administrator account

@ Security Options

-[Z7 Public Key Policies

-[Z1] Software Restriction Policie
lg IP Security Policies on Loca

Accounts: Renare guest account —
Audit: Audit the access of global system objects

Audit: Audit the use of Backup and Restare privilege

Audit: Shut down system immediately iF unable ko log security

sudits
acl jon Langua X
DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDOLY synkax
[R¥]Devices: Allow undock without having ta log on

Eﬂ Devices: allowed to Farmat and eject remavable media

| Devices: Prevent users From installing prinker drivers

m Devices: Restrick CO-ROM access to locally lagged-on user anly

Devices: Restrict floppy access to locally logged-on user only

Eﬂ Devices: Unsigned driver installation behavior

Domain controller: Allow server operators to schedule tasks

Domain controller: LDAP server signing requirements -
! = | | o

DCOM: Machine Access Restrictions in Security

Template Security Policy Setting

g. DCOM: Machine Accezs Restrictions in Securnity Descriptor
ig"' Definition Language [SDDL) spntas

If the zecunty descriptor iz left blank, after defining the policy sething inthe
ternplate, the policy setting will not be enforced.

Secunity descriptor;

|| Edit Security... |
4 I Cancel | Apply |
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61. The Access Permission window appears. Click Add.

Security Limits |

QIDU 0r USer names:

m Distributed COM Users [SPECTREZK3ISERV Distributed C...

m Everyone

Add... | Bemove |
Permizzions for ANONYMOLS
LOGOM Allo Deny
Local Access O
Remote Access O

Ok I Caticel |

62. The Select Users or Groups window appears. Enter the Medici Users group in the Enter the object names to

select field and click OK.

Select thiz object bype:

Select Users or Groups

ILlsers, Groupsz, or Built-in gecurity principals

From thiz location:

ISPEETHE2K3SEH"J

Enter the object names to select [examples]:

2]

Dbject Tvpes...

Locations. .

SPECTRE2K3ISERWAD ocumenter Users

Advanced... |

Check Mames

| Cancel

iiG
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63. In the Access Permission window, select both the Local Access and Remote Access check boxes in the Allow

column and click OK.

2ix]

Security Lirnits |

Group or user names:
ﬂE!—\NDNYMDUS LOGOM
!ﬁ Diigtributed COM Uzers [SPECTRE 2K3SERVADistributed C

m Ewerpone

Add... | Eemove |

Permizzions far Docurmenter
Uszers

Allow Deny
Local Access a
Remote Access O

ak. I Cancel |

64. Click OK again to exit the Template Security Policy Setting window.

65. Repeat steps 2-7 for the DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL)

syntax option.

Er: Local Security Settings

File  Action Wiew Help

=10/~

= Bl XEE| @2

@ Security Settings Palicy  #

FHC8 Account Policies

Eﬂ Accounts: Administrator account stakus

E@ Local Policies ¥ accounts: Guest account status

-8 Andi Palicy

-8 User Rights Assignmen
@ Security Cptions
[=-[Z1 Public Key Policies

(1 Software Restriction Policie
.g IP Security Palicies on Laca

+ Limit local account use of blank passwords ko console logon only
.Accnunts: Rename adrinistrakor account

Eﬂ Accounts: Rename guest account

Audit: Audit the access of global system objects

Audit: Audit the use of Backup and Restore privilege

Audit: Shut dawn system immediately if unable ta log security audits

DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SOOLY synkax
ine Launch

+ Allow undock without having to log on

Davices: Allowed to Format and eject removable media

¥ Devices: Prevent users From installing printer drivers

Davites: Restrict CD-ROM access to locally logged-on user only

[ Devices: Restrict floppy access to locally logged-on user anly

Dawces: Ungigned driver installation behavior

Dnmain controller: &llow server operators to schedule tasks

Dnmain cortroller; LDAP server signing requirements

4| | »
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Appendix D: Windows Server 2012 for COM+ and the

Medici Application Server

You must set up your server as an application server and not just a file server. To enable COM+, add a Domain
Level Group to the Distributed COM Users group local to your Windows Server 2012 machine and add a new role
to the Medici COM+ component containing the Distributed COM Users group as a user.

Note

These instructions are additional instructions for the Distributed COM Configuration
performed for the standard Application Server installation. You still need to ensure that you
enable COM+ and that you have configured the Identity tab of the COM+ Component.

1. Open Computer Management, select Start, and Control Panel. Double-click Administrative Tools and Computer

Management.

66. To access the Distributed COM Users group, expand the System Tools, Local Users and Groups nodes. Select

the Groups folder. Double-click the Distributed COM Users group.

b @ Task Scheduler
b 3] Event Viewer
b ail Shared Folders

& Administrators
&% Backup Operators
& Certificate Service DC..

Backup Operators can override security restrictions for th...
Members of this group are allowed to connect to Certific...

. Computer Management |;|£-
Eile Action \Miew Help

e am XE=

A Computer Management (Local | Mame | Description Actions
4 'Jé System Tools & Access Control Assist..  Members of this group can remotely query authorization... Groups ~

More Actions

Distributed COM Users =

4 & L?(al Users and Groups &% Cryptographic Operat... Members are authorized to perform cryptographic opera... More Actions »
- g‘"s 2 Distributed COM Users  Members are allowed to launch, activate and use Distrib...
® e .rf oL & Event Log Readers Members of this group can read event logs from local r...
erformance
4 = " :E' Guests Guests have the same access as members of the Users gr...
&= Device Manager .
a &% Hyper-¥ Administrators Members of this group have complete and unrestricted a...
4 =5 Storage o ) .
b 4 Windows Server Backup & s_UsRs Built-in group used by Internet Information Services,
=9 Disk Management &% Network Configuratio.. Members in this group can have some administrative pri..
b El Services and Applications d performance Log Users  Members of this group may schedule logging of perfor...
% Performance Monitor ... Members of this group can access performance counter ..,
.‘E Powver Users Power Users are included for backwards compatibility an...
& Print Operators Mernbers can administer domain printers
> ndpoint Servers ervers in this group run virtual machines and host sessi...
3% RDS Endpoint Se S in this group irtual hi dh i
e anagement Ser... Servers in this group can perform routine administrative ...
& RDS Management Ser.., S this group can perf tine administrat
J5 RDSRemote Access .. Servers in this group enable users of RernoteApp progra...
&% Remote Desktop Users  Members in this group are granted the right to logon re...
& Remote Management.. Members of this group can access WM resources over ...
& Replicator Supports file replication in a domain
sers sers are prevented from making accidental or intention...
&u u: p d fi king accidental i
E HelplibraryUpdaters
& KLadmins Kaspersky Security Center administrators
I KLOperatars Kaspersky Security Center operators
& SOLServer20055QLBro... Members in the group have the required access and privi...
:E‘ WinRMRemoteWMIU... Members of this group can access WMI resources over ...
group
< m >
— = i 2 A 3:32PM
BAEIEEIEIE] S HEG 2

Note: Microsoft added this group to facilitate granting access to users of Distributed COM components.
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67. The Distributed COM Users Properties window appears. Click Add.

ES Computer Management =-|0O] x
File Action View Help
oo 2m XE =
A Computer Management (Local | Name Description
4 [} System Tools 8 Access Control Assist.. Members of this group can remotely query authorization...
b (5 Task Scheduler 5 Administrato
b [ Event Viewer & Backup Ope:
3 m Shared Folders & Certificate S m
a Local Users and Groups | I citograph
j g:::p, ¥ Distributed k,‘ Distibuled COM Users
& Event Log Ref
b (N Performance B Guests
& Device Manager 4 :
&5 Hyper-V Adry. | Descriptior: Members are allowed to launch, activate and use
4 5 Storage & s USRS Distributed COM objects on this machine.
b W Windows Server Backug | 2 -
{24 Disk Management & Network Corll | Mebers
b T Senices and Applicstions | 4 Performance
& performance|
% Power Users
& print Operatg
&% RDS Endpoin)
¥ RDS Manage|
I RDS Remote
& Remote Desk
& Remote Man|
& Replicator : z
B e | e atve it vt e
& HelpLibrandf. | user lags on
& KLAdming
WKLopntoi [Tox ][ ceecal || zeew [ hee |
B SOL Server 00T B eI TS T T O T T P T e e Pt
& WinRMRemoteWMIU... Members of this group can access WMI resources over ..
< [0 1B
|

68. The Select Users, Computers, or Groups window appears. Verify the object type is Users or Groups, or select
Object Types to change it. Add your Medici Group to the Distributed COM Users group by entering its name in
the object names box. Select Check Names. Click OK to exit this window. Click Apply and OK to exit the
Properties window. Close the Computer Management window.

X Computer Management =-|0] x
File Action View Help

«s| 2@ XE = B

& Computer Management (Local | Name Description
4 [f} System Tools 5 Access Control Assist.. Members of this group can remotely query authorization...
b (D) Task Scheduler &5 Adrministrate] = - s
b (] Event Viewer 5 sactup Opel Distributed COM Users Properties | 2| X |
b ] Shared Folders & Certificate S 7 pEe—— L2 3
4 & Local Users and Groups|| gy o > Vi Users
= ryptograph N
J_ Users & Distri a | Select s obiect ype: More Actions. »
| Groups .
EventLogRe| || [Users. Service Accounts. or Groups T
b (8 Perfarmance gﬁu:“‘ = [ - - | [ Qbject Types. J
2 Device Manager e i Erom this locatior:
4 88 Storage Hyper:VAdn £ (/KMNLAB NET | [ Locations..._|

= IIS_IUSRS
[3 Windows Server Backi * 7] =
g n-:k Mmgemzm “H &5 Network Corl || Enter the object names to select [examples}

b i Sewvices and &e r [ Check Names

& Performancel
& Power Users

& Print Opera 1
&5 RDS Endpoin, [ favanced.. | ok | [eenca ]

lﬁ RDS Manage| ’

& RDS Remote
& Remote DesH
& Remote Man|

& Replicator Changes to a user's gioup membeiship

B Usens Flemove | & not effective untl the next time the

& HelpLibrany| uset logs on.
& KLAdmins

& KLOperators
& saL : TVTETTIErS T UM GrUTp TV UTE TEGUITED aULEss 41U Privi:

& WinRMRemoteWMIU... Members of this group can access WMI resources over ...

[ok ][ cacel || spov | [ Hee |

Note

72



The Medici Group should be the same group you use to maintain access to the shared network
location DM Transaction path. This allows for easier maintenance if you need to add users to

Medici.

Grant Remote and Local Access

If you are unable to use the Distributed COM Users group, you need to set up a Medici Users group directly into
the role of the Medici COM+ component, instead of adding the Medici Users group to the Distributed COM Users
group and then adding the Distributed COM Users group to the role of the Medici COM+ component.

If you need to add the Medici Users group directly to role of the Medici COM+ Component, you must follow these
additional steps to grant Remote and Local Access to Distributed COM+ components for this group.

1. Open the Local Security Policy on the server hosting the Medici Application Server.

69. Expand Local Policies and select the Security Options folder. Select the DCOM: Machine Access estrictions in
Security Descriptor Definition Language (SDDL) syntax option and press Enter.

A

Local Security Policy

= Te s

File  Action Wiew Help
s _f:—"’] XE = Hm

T Security Settings
b g Sccount Policies
4 [ g Local Policies
b g Audit Policy
b g User Rights Assignment
4 Securnty Options
B ] Windows Firewall with Sdvanced Sece
| MNetwork List Manager Policies
b | Public Key Palicies
I Software Restriction Policies
B [ Spplication Control Policies
[ j. IP Security Policies on Local Compute
b ) Advanced Audit Policy Configuration

. Palicy

-

Accourts: Administrator account status

Accounts: Block Microsoft accounts

(Arcounts: Guest sccount status
Accounts: Limit local account use of blank passwords to console logen ...

Accounts: Rename administrator account

Accounts: Rename guest account

Ausdit= Susdit the access of global systern objects
Aupditz Audit the use of Backup and Restore prmalege

(Aupdit: Force audit policy subcategory settings (Windows Vista or later) ..

Auditz Shut down gystern immediately if unable to log security audits

| DCOM: Machine Access Restrictions in Security Descriptor Definition La...

DCOM: Machine Launch Restrictions in Security Descriptor Definition La...
Devices: Allow undock without having to log on

Drevices: Allowed to format and eject removable media

Devices: Prevent users from installing printer drivers

Devices: Restrick CD-ROM access to locally logged-on user anky

Devices: Restrict flappy access to locally logged-on user anly

Damain contraller: Allow server operators to schedule tasks

Darmain controller: LDAP server signing requirements

Domain controllen: Refuse machine account password changes

Damain member: Digitally encrypt or sign secure channel data (abways)

Dornain member: Digitally encrypt secure channel data (when possible)
]

Security Sstting A
Enabled

Mot Defined
Dizabled
Enabled
Adrinistrator
Guest
Dizabled
Disabled
Mot Defined
Dizabled
Mot Defined
Mot Defined
Enabled

Mot Defined
Enabled

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled
Enabled w
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70. The Template Security Policy Setting window appears. Click Edit Security.

& Local Security Policy = | l=l]l 23
File Action View Help . ictions in S
e 2@ XD = Template Secuilty Polcy Selting | Explan |
Fh Security Settings _ ) o - Security Setting A
3 :ﬁ Account PI?|II:I€S Eﬂ gg&mﬂ:iﬁ;ﬁ;:ﬁ?g&l s_l,mlaﬁls in Securky - Enabled
4 [ 4 Local Policies = Mot Defined
b [a Audit Policy Disabled =
b [a User Rights Assignms logon ... Enabled
A Security Options If the security descriptor is left blank after defining the policy setting in the Administrator
b ] Windows Firewall with A4 | template, the policy setting will not be enforced. Guest
] Network List Manager Pg .
b [ Public Key Palicies Secuiily descriptor: Dysabled
b Software Restriction Paolig || “ Edit Security.. | Disabled
b ] Application Control Polic lateft.. Not Defined
B S IP Security Policies on Lo dits Disabled
b ] Advanced Audit Policy C tonCe g Not Defined
ition La... Mot Defined
Enabled
Not Defined
Enabled
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
ahways)  Enabled
ossible)  Enabled v
<] [
71. The Access Permission window appears. Click Add.
A Local Security Policy o |[C]
Ffile Action View Help | DCOM: Machine Access Restrictions in Security pe. 7] X |
Sl | [ Template Security Policy Setting ‘ Emlain]
a Security Settings . Security Setting  ~
b |4 Account Palicies Enabled
4 [ 4 Local Palicies Mot Defined
b 4 Audit Policy Disabled =
13 _‘3 User Rights Assignme 5 ) logon ... Enabled
. Eg Security Options I e i Administrator
B Windows Firewall with Ad t ¢ Guest
] Metwork List Manager Pol ’E]ALL APPLICATION PACKAGES .
b (1 Public Key Palicies 52, Performance Log Users (LABWEA12HUMA37\Performance .. Disabled
b [ Software Restriction Polig 2 Distiibuted COM Lisers (LABWS412HYM437\Distributed CO... Disabled
p ] Application Contral Polid 2, ANONYMOUS LOGON Ia?er) b N_Ot Defined
[ S IP Security Palicies an Lo ur.lrts Disabled
b 1 Advanced Audit Policy C [ Add. | [ Bemove | doniCsghiotDefined
ition La... Mot Defined
Pemissions for Everyone Allow Deny Enabled
Local Access [ O Mot Defined
Remote Access ™ O Enabled
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Learn about access control and permissions L :I:il)lr:)) E:::::: v
<] [ [ ok | [ Conoel | >
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72. The Select Users or Groups window appears. Enter the Medici Users group in the Enter the object names to
select bpx and click OK.

EN Local Security Policy =|0] X
File Action View Help | DCOM: Machine Access Restrictions in Security De. ?| X |
b E
€| 2@ X E S| e ssouty Potcy seting | Exgiain]
 Security Settings e o o Security Setting A~
b g Account Policies Access P ission | 2 | x | Enabled
4 | g Local Policies R L Ligt Defined
b T3 Audit Policy Tl ey Carvics A - 2 =
b & User Rights Assignrg - -
4 Security Options I Select this object type:
b ] Windows Firewall with Ad t |Users,ﬁroms, of Builtin security principals
| Network List Manager Pq . -
b (1 Public Key Policies g || Eromhis location :
p [ ] Software Restriction Polig I: ’WKMNLAB'NET ‘ | Locations... |
b [ Application Contral Polig Enter the object names to select (examples}
B S IP Security Policies on Lo | r :
b ] Advanced Audit Palicy C L Easms |
Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
— I Enabled
Leain about access control and permissions B ::I::::)) E::m: d o
<] n ok | [ Concel | i >

73. In the Access Permission window for the newly added group, select both the Local Access and Remote Access
check boxes in the Allow column and click OK.
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E Local Security Policy =]a] x
File Action View Help | DCOM: Machine Access Resrictions in Security De.. ? | X |
e amXE: Template Secuily Policy Setling | Explain |
T Security Settings N ) o ) Security Setting
b (g Account Policies Enabled
4 [ g Local Palicies . Not Defined
b [ Audit Policy ] Disabled =
b G User Rights Assignmg . logon... Enabled
4 Security Options | Group of wser names: Adrministrator
S e o %E‘fﬂmm PACKAGES Guest
= ::::: il;:::m::g“ " ipufamamu:g Users LABWES1 ZHVMA37 Performance . Disabled
: E-: Software Restriction Poli H Distiibuted COM Uisers (LABWE1 2HVMA&37\Distributed CO0_ | Dizabled
b [ Application Control Palid 82, AMONYMOUS LOGON laten)t.. Not Defined
I 3 IP Security Policies on Lo '-‘.d'tf D'ﬂb'ﬂ?
b ] Advanced Audit Palicy C I Add.. J I Remove I IFIF'I'I La.. Mot DEI"!nzd
Pesmizsions for Distribubed COM ition La.. Mot Defined
Usess Allow Deny Enabled
Local Access [ O Mot Defined
Remole Access [ a Enabled
Not: Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
L L ahways)  Enabled
Lean about sccess control and permissions Lssible)  Enabled v
<1 = ok ][ Cownl | L

74. Click OK again to exit the Template Security Policy Setting window.

75. Repeat steps 2-7 for the DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL)
syntax option.

File Action

Wiew Help

XE= B
T Security Settings Policy - Security Setting  ~
b [ 4 Account Policies L Accounts: Administrator account status Enabled
4 -:a Local Policies o Accounts: Block Microsoft accounts Mot Defined
b 4 Audit Policy L Accounts: Guest account status Disabled =
b :a User Rights Assignment i Accounts: Limit local sccount use of blank passwords to console logon ... Enabled
‘_—\a Security Options 1 Accounts: Rename administrator account Administratar
B Windows Firewall with Advanced Sec||
- i . i Accounts: Rename guest account Guest
'j. NM"‘ List Mjnager Policies L Audit: Audit the access of global systerm objects Disabled
: g ::::f;:::;:::n Policies ,j&Audnt Audit the use of Backup and ReshorF privilege Disablet‘ti
b [ Application Control Palicies _4 Audft: Force audit policy s.uh:ate'gory s.ethngs (Windows Vls.ta or IaFer) t Nlot Defined
i Audit: Shut down system immediately if unable to log security audits Disabled

b 3 IP Security Policies on Local Compute ) L . . e .
b [ Advanced Audit Policy Configuration ) DCOM: Machine Access Restrictions in Security Descriptor Definition La... Mot Defined

B DCOM: Machine Launch Restrictions in Security Descriptor Definition La.. Mot Defined
" Devices: Allow undock without having to log on Enahled
) Devices: Allowed to format and eject removable media Mot Defined
2, Devices: Prevent users from installing printer drivers Enabled
- Devices: Restrict CD-ROM access to locally logged-on user only Mot Defined
. Devices: Restrict floppy access to locally logged-on user only Mot Defined
.. Domain controller: Allow server operators to schedule tasks Not Defined
2, Dornain controller: LDAP server signing requirements Mot Defined
. Dornain controller: Refuse machine account password changes Mot Defined
. Domain member: Digitally encrypt or sign secure channel data (akways) Enahbled
|| Domain member: Digitally encrypt secure channel data (when possible)  Enabled A
<] [ > <] m | >
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Appendix E: Enabling COM+ for Windows Server 2016

The Application Server role has been removed by Microsoft from Windows Server 2016. It is needed by Medici and

you will need to restore it by manually setting the registry value that allows COM+ remote access. To do this:

1. Inthe Windows Server Start search box, type regedit, and click regedit.exe in the results list.

76. Locate the following subkey in the Registry Editor:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\COM3

77. Right-click the RemoteAccessEnabled DWORD.

78. In the Value data box, enter 1.

79. Click OK.

Additional information can be found at https://support.microsoft.com/en-us/help/3182294/0x80004027-error-
when-you-try-to-remotely-access-com-object-after-you.
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Appendix F: Medici System Configurations

There are different ways to configure Medici. Larger institutions often network all the various features on different
machines: the SQL Server on one machine, the Medici Server on a second machine, the DMTransaction folder for
the output files on a third machine, and then the client feature on individual workstations. Other institutions may
choose to house the SQL server and Medici Server on one box, with the DMTransaction folder on a separate file
server.

Based on the number of machines you want to use to run Medici, there are different configuration options:

3-Tier Configuration

Perform a 3-Tier installation if you want to have three separate machines running the three main features of the
Medici application; one for the Database, one for the Medici Server, and one for each of the Medici Client
workstations.

2-Tier Configuration

Perform a 2-Tier installation if you want to split the three main Medici features of Database, Medici Server and
Medici Client between two separate machines, which you may accomplish in a variety of ways.

1-Tier Configuration or Stand-Alone Implementation

Perform a 1-Tier installation if you want to have all three Medici features on one machine: Medici Client, Medici
Server and Database.

Note

4-Tier Configuration - The placement of the DMTransaction folder can create an extra “tier”
for any of the above configurations if the folder is located on a different machine. The
transaction folder is shared and typically exists on a network file server, so it is accessible to all
client machines.

Any machine that houses the DMTransaction folder needs to have its disk free space monitored
over time. The transaction files increase in direct relation to the number of loan documents
created.

Changing Configuration during Upgrade

Note that if you want to change your existing configuration as part of your upgrade, first un-install the previous
release of Medici from all machines and when installing the new release of Medici, select your new configuration.
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Appendix G: Medici Configuration Settings Utility

Overview

The Medici Configuration Settings Utility is designed to help customers set/change configuration settings which
can affect how the Medici Application behaves. The configuration settings are applied system-wide and not on a
user-by-user or desktop-by-desktop basis.

Installation

No installation is necessary. The "Configuration Settings.exe" is a stand-alone application that works with an
existing Medici installation. The utility can be run from either an installed client (desktop) or from the application
server where the Medici Server Application is installed. It is recommended the utility be used by a Medici system
administrator, and the tool be used from a location that has limited access to general users.

Running the Utility

Double-click the "Configuration Settings.exe" to launch the utility. The following screen will appear and the
settings on the initial screen will reflect the current configuration settings in your environment.

The Utility Main Screen will reflect the current configuration settings in your Medici System. Your settings may
differ from this graphic.

[#% Medici Update Utility

Medici

[+ Encrypt Tranzaction Data

[ Create Tranzaction =ML File

[~ Restrict User Admin Madule Ta Security kManager
[v PRestict Mastars To Metwork Path

[ Require E-Mail Docs Az PDF

| Hide Logon User List

SAVE EXIT

Settings
The settings you can make and their descriptions are provided below.

A. Encrypt Entity Data: No longer used. This item is a relic and is no longer in use. Changing the setting on this
will not affect anything in the Medici Application. Primary entity information (SSN/TIN) is automatically
encrypted when entered into the Medici system.

B. Encrypt Transaction Data: Specific data items in each transaction that are considered as "non-public
information" (SSN/TIN, names of parties to a transaction, etc.) are encrypted when stored in the transaction
data store. Should anyone gain access to the specific data store for a transaction, this sensitive information
will be encrypted and will be useless.

o TRUE (checked): The data considered "non-public"” is encrypted when at rest in the specific
transaction data store.
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e FALSE (unchecked): The data considered "non-public” is not encrypted when at rest in the specific
transaction data store.
o DEFAULT: False

Create Transaction XML File: Each transaction in the Medici system is represented in an XML format, and that
XML contains all the information pertinent to the transaction. Normally, this data is written out to a file with a
".xml" extension and resides in the specific folder for each transaction. By setting this item to "False"
(unchecked), the XML data will be stored only in the Medici database and will never be stored as a file on disk.
This can improve your overall security for transaction data.

e TRUE (checked): The xml data will be written to a file stored with the transaction on disk

e FALSE (unchecked): The xml data is stored in the Medici database, and is never written as a file to
disk.

o DEFAULT: True

Restrict User Admin Module to Security Manager: Beginning with Medici 3.9, a new "role" has been
introduced for Users of Medici. The "Security Manager Role" is intended to designate a specific user as
someone that only deals with the User Admin module, where security settings and user permissions are
configured in the Medici Application. A user designated as a Security Manager does not have access to any
other part of the Medici Application; this role specifically limits a user to accessing only the User Admin
module, regardless of the permissions you grant the user or the group you assign the user into.

Note

A user that is designated as both an Admin user and a Security Manager still has access to all
areas of the application.

By setting this item to "True", the Use Admin module will only be accessible to users
designated as a Security Manager. If you turn this item on and have not designated a user as a
Security Manager, then no one will have access to the User Admin module.

TRUE (checked): Access to the User Admin module in Medici is available only to users that
are designated as Security Managers. No other users (not even an Admin user) will be able to
access the module.

FALSE (unchecked): Access to the User Admin module is available to Security Managers,
Admins and any other users that have been granted specific permissions to access the User
Admin module.

DEFAULT: False

A user that is designated as both an Admin user and a Security Manager still has access to all
areas of the application.

By setting this item to "True", the Use Admin module will only be accessible to users
designated as a Security Manager. If you turn this item on and have not designated a user as a
Security Manager, then no one will have access to the User Admin module.
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Restrict MastVars to Network Path: Each transaction in Medici contains its own data store for information
about that transaction. This data store can be used for processing on the local client desktop during document
generation after which it is moved back to the shared network directory for the transactions. This can improve
performance during document generation. However, if you are concerned about any security or maintenance
issues which might arise from having this data store on local desktops, you can configure Medici so that the
data store will never be moved onto or saved on the local client machine.

e TRUE (checked): The transaction data store will not be moved to or used from the local client
desktops.

e FALSE (unchecked): The transaction data store will be used from the local client desktops during
document generation.

o DEFAULT: False



Note

Setting this item to True may adversely affect performance during document generation in the
Medici system. If you elect to use this setting, we recommend that you test the performance
during document generation.

F.

Require Email Docs as PDF: This item is a relic and is no longer in use. Changing the setting on this will not
affect anything in the Medici Application. Primary entity information (SSN/TIN) is automatically encrypted
when entered into the Medici system. Instead, controlling the format of email attachments can be controlled
on a user or group basis form the Medici User Admin module. Use the settings for "Disable PDF Format" and
"Disable Office Format."

Hide Logon User List: When Medici is configured to have users logon by entering a Medici Username and
Password, the application provides a drop-down list of available Medici Usernames from which the user can
select. Some customers may feel this represents a potential security issue, since anyone attempting to login to
the system would be shown a list of valid usernames. This setting will change the Medici logon so that no user
names are shown. A user attempting to logon to the Medici application will have a logon available, but there
will be no drop-down list of usernames. Instead, the user will need to enter in the correct username for their
logon.

o TRUE (checked): The logon form will not contain a dropdown list of available Medici usernames.
o FALSE (unchecked): The logon form will contain a dropdown list of available Medici usernames.
o DEFAULT: False

Note

If Medici is configured to use single-sign-on authentication, this setting has no effect.

H.

Transaction ID Maximum Length: The Medici application has a limit on the length of the name that can be
used for a transaction. Historically, this has been 30 characters. To allow customers greater flexibility in their
transaction naming conventions, customers can now configure Medici to accept longer transaction names.
This setting can be used to configure the length of transaction names to be up to 64 characters. If this setting
is changed to a value less than the minimum length or more than the maximum length listed below, Medici
will automatically adjust the allowable length.

e« MINIMUM LENGTH: 30 is the minimum value for this setting
« MAXIMUM LENGTH: 64 is the maximum value for this setting.
o DEFAULT: The default Transaction ID length is 30 characters.
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Appendix H: Bank Find and Replace

Run the Conversion Tool
1. To run the conversion tool, on a client machine browse to the MediciClient folder, typically located under
C:\Medici, or to the folder you indicated during the install.

2. Double-click Medici Conversion Tool.exe. The main screen appears.

EMEdici BFR. Convyersion Tool M=l

— Instructions
|z the Old button ta find OLDEank_FindReplace. mdb and

the Mew button to find Eank_FindR eplace.mdb and then
Click the comvert buttonl

— Find the Databazez

Find the OldB ank_FindReplace. mdb

Fird the Bank_FindReplace.mdb M

— Convert Databaze

Convert the [atabaze COMVERT

i

80. Click Old and browse to the Bank_FindReplace.mdb which you backed up in the pre-install steps. Note that the
label next to the Old button indicates the filename is OldBank_FindReplace.mdb but you did not need to
rename the file when you backed it up.

81. Click New and browse to the Word Automation folder, typically under C:\Medici\MediciClient\Word
Automation. Select Bank_FindReplace.mdb.

82. Click CONVERT to start the conversion process.
83. When the conversion is complete, the conversion complete message appears.
84. Click OK to exit the Medici BFR Conversion Tool.
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