Backup and Restore Guide

ComplianceOne® Solution

2014.2
June 2014

0. Wolters Kluwer

Financial Services



‘,i) Wolters Kluwer

Financial Services

This publication was written for ComplianceOne.

Publication Information / Version
ComplianceOne® Solution

Backup and Restore Guide

Software Version Information 2014.2
Document Version Information 2.0
Release Date June 2014

Distributed Subject to Terms of a License or other Agreement

The contents of this publication, including its appendices, exhibits, and other attachments, as updated or revised, are highly confidential and
proprietary to Wolters Kluwer Financial Services, Inc. or its subsidiaries or affiliates (“Wolters Kluwer Financial Services”). This publication is
distributed pursuant to a Non-Disclosure Agreement, Evaluation Agreement, License Agreement and/or other similar agreement(s) with Wolters
Kluwer Financial Services, Inc. or its subsidiary or affiliate. Unless otherwise specifically provided in such agreement(s), the reproduction of this
publication is strictly prohibited. Use and distribution of this publication are also subject to the responsibilities and obligations of such agreement(s),
which require confidential treatment of this publication and its contents.

Information in this guide is subject to change without notice and does not represent a commitment on the part of Wolters Kluwer Financial Services.

Do Not Reproduce or Transmit

Unless otherwise specifically authorized in the agreement or license under which this publication has been provided, no part of this publication may
be posted, played, transmitted, distributed, copied or reproduced in any form or by any means, electronic or mechanical, including photocopying,
recording, or retaining on any information storage and retrieval system, without prior written permission from Wolters Kluwer Financial Services.

Requests for permission to reproduce content should be directed to Wolters Kluwer Financial Services, Inc., Corporate Legal Department, by
telephone at 1-800-397-2341.

Not a Substitute for Legal Advice
This publication is intended to provide accurate and authoritative information about the subject matter covered based upon information available at
the time of publication. Examples given in this publication are for illustrative purposes only.

Development of this publication and the software (including forms, disclosures, reports, and other documents generated by the software) or other
products that it describes was based on Wolters Kluwer Financial Services' understanding of various laws, regulations and commentaries. Wolters
Kluwer Financial Services cannot and does not guarantee that its understanding is correct.

This publication is not intended, and should not be used, as a substitute for legal, accounting, or other professional advice. Wolters Kluwer Financial
Services is not engaged in providing legal, accounting or other professional services. If legal or other professional assistance is required, you should
seek the services of a competent professional. We encourage you to seek the advice of your own attorney concerning all legal issues involving the use
of this publication and any products described in this publication. If your interpretations or your counsel’s interpretations are contrary to those
expressed in this publication, you should of course, follow your/your counsel’s interpretations.

The following notice is required by law:
WOLTERS KLUWER FINANCIAL SERVICES’ PRODUCTS AND SERVICES ARE NOT A SUBSTITUTE FOR THE ADVICE OF AN ATTORNEY.

Warranty Disclaimer

Except only for the warranties (if any) expressly set forth in the agreement(s) under which this publication is provided (i.e., your agreement or
license for the described product), this publication is provided “as is”, and Wolters Kluwer Financial Services makes no warranty, express,
implied, by description, by sample or otherwise, and in particular and without limitation, makes no implied warranties of merchantability or
fitness for purpose. No modifications to this Warranty Disclaimer are authorized unless in writing and signed by the President or a Vice
President of the Wolters Kluwer Financial Services entity licensing the product described in this publication.

Attributions and Acknowledgements
Expere and Bankers Systems are the registered trademarks of Wolters Kluwer Financial Services, Inc. All other trademarks are the property of their
respective owners.

Copyright Information
©2014 Wolters Kluwer Financial Services, St. Cloud, Minnesota

This publication is the confidential information of Wolters Kluwer Financial Services. Distribution of this publication is subject to restrictions in the
license or agreement under which this publication is provided to authorized Wolters Kluwer Financial Institution customers.

All rights reserved.

Backup Restore Instructions i



Introduction

Table of Contents

ComplianceOne Advanced Installation Procedure ........ccceieiiiiiiiiiiiieiieeneenneennenns Error! Bookmark not defined.

OV B VI W .« e ettt ettt et et et e et e et e aneeenneenneanneanneenneennesneennesnnesnnesnnennnenns Error! Bookmark not defined.
Before YOU BeZin ....ueiiiieeiiiineiiiineieieneieienstcnenssosenssosessssssassssnascssnsscssnssossnssosnnns Error! Bookmark not defined.

P OO QUISTEES « ettt et ie et et ettt ettt ettt et eeneeeneeaneeenaeaneeaneeeneesneesneennens Error! Bookmark not defined.
[DF=1 = YT V7= ol 1 T3 - 11 LT o R Error! Bookmark not defined.
Application Server Installation .......cccciieiiiiiiiiiiiiiiiiiiiieiieetieeieeieeceeeeeeeannannans Error! Bookmark not defined.
Integrating the Data Server and Application SEerver.......cccceeviieiierieiierierinrinisnisniences Error! Bookmark not defined.
L0 1= o) o [ 1 =1 1 - 1o o Error! Bookmark not defined.
Post INStallation . ...ccveiiiiieiieiierieiieiieiinisnisnienisntentonsonsonsssssssssssssssnssnssnssnssnsanses Error! Bookmark not defined.
UNiNStallation .....ccceiieiiniiiiiieiieiieiieiiniinienisnientsntentonsonsossssssssssssssssnssnssnssnssnsanses Error! Bookmark not defined.
1Y U 07 oY o gt Y =T 1 o= N 1

Installation Instructions iii



°~ Wolters Kluwer

Financial Services

Backup Restore Instructions



Introduction

This guide describes basic techniques for backing up and restoring the SQL databases used in
ComplianceOne. It also identifies the location of critical ComplianceOne application and related
files requiring backup. Note that this guide is not a comprehensive discussion of the policies and
procedures that should be evaluated and implemented when considering data integrity for every
server in your financial institution. Wherever possible, the standard operating procedures in-place
at your organization regarding data integrity, backup, and restoration should supersede any
recommendations made in this document.

SQL database versions supported for the backup and restoration of SQL databases using these
instructions includes SQL Server 2005 and SQL Server 2005 Express. ComplianceOne supports SQL
Server 2008 Standard Edition but does not yet support SQL Server 2008 Express. SQL Server 2000 is
no longer supported in ComplianceOne. The instructions in this guide have not yet been tested with
the SQL Server 2008 editions.

Additional information on how to back up other files that are not installed and backed up with the
base installation of ComplianceOne is also included. An example of files not installed by the base
install of ComplianceOne includes core interface files.

These instructions include the following topics:

Backing Up SQL Databases
Restoring SQL Databases
Locations of ComplianceOne Files

Note

The online books for SQL Server 2005 and SQL Server 2005 Express are available at
http://www.microsoft.com/downloads/details.aspx?FamilylD=beéa2c5d-00df-4220-b133-
29c1e0b6585f&displaylang=en. Links to books for other SQL Server releases are also
available at this location.

Database Backup Overview

Here is a list of the files and databases that should be backed up to have a complete recovery of
the system. Note that these are only the base files and that there may be additional files added by
other vendors or by our interface team that may also require backup. (Those files may not be
stored in the directories listed below.)

How frequently you perform backups will determine your recovery point. It is your organization’s
responsibility to determine the level of comfort you have with how much data you are willing to
lose. For example, your organization may choose to back up once a week or once a day. In either
case, restoring a database and/or files will result in the loss of any data entered since the last
backup available for restoration. Also the method used to back up the data is also warrants
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Introduction

consideration. It is up to your organization to determine that you are able to successfully access
the backups and be able to restore them if the need arises. We suggest physically backing up the
databases using SQL tools and utilites. Please note that the processes and tools used to accomplish
the backup and restore will vary.

Note

Please be sure that you have available the original media that accompanied the version of
the databases as well as any additional custom form CDs that have been shipped to you.
These may be downloaded, but you will save time should you need to implement a disaster
recovery if you have the original media. For instances, when you back up version 2013.3.0,
you should ensure that you have the 2013.3.0 CD as well ast the backup for that software
available.

SQL Database Files
C1_FillersDeposits_XXXX_X_X_XXXX
C1_FillersLoans_XXXX_X_X_XXXX
C1_FillersMortgage_XXX_X_X_XXXX
C1_Insurance_XXXX_X_X_XXXX
C1_Organization_XXXX_X_X_XXXX
C1_Transaction_XXXX_X_X_XXXX
C1_User_XXXX_X_X_XXXX
WKFS_Interface_Manager
WKFS_RiskIDOFACCheck

B2B Interface Files
Mortgagebot (if installed)
C:\Program Files (x86)\WKFS_Mortgagebot_Installation
For all other B2B interfaces, any files stored outside the folders listed previously
Hard Drive Files
These are located either in Program Files or Program Files (x86) depending on your operating
system.
Drive:\Program Files (x86)\Common Files\WKFS Shared\Expere DDS\Contexts
Drive:\Program Files (x86)\Common Files\WKFS Shared\Expere DDS Deposit\Contexts
Drive:\Program Files (x86)\ComplianceOne
Optional

The following is the area that has the source for your web services. These will be recreated upon
reinstalling ComplianceOne.

Drive:\inetpub\wwwroot

Backup Restore Instructions 2



Backing Up Your SQL Databases

Backing Up Your SQL Databases

This section contains the detailed information about how and where to back up your databases. If
you do not have established procedures for backing up SQL databases, consult the documentation
you received with your release of SQL Server or SQL Server Express for background on the backup
process and recommendations for backup locations and security. Also consult your existing financial
institution standard operating procedures for the backup of SQL databases.

SQL Server and SQL Server Express both have built-in, easy-to-use procedures for the backup of SQL
databases such as those used in ComplianceOne. To access the SQL backup portion of SQL Server or
SQL Server Express:

1. Select Start, Programs, Microsoft SQL Server [Version], SQL Server Management Studio Express.

2. On the Connect to Server Window, select Windows Authentication from the drop down list and
click Connect.

g Connect to Server X
: iy Microsoft
Microsoft i Windows Server System

SQL Server 2005

Server type: I D atabaze Engine j
Server name:; I.&F‘F‘SEH‘JEH YWCOMPLIAWCEOME j
Authentication: WWindows Authentication

Uzer name: IM LT'wH A drimiztrator j

Bazzword: I

I” | Bemember password

Connect Cancel | Help Optiokig >

3. Expand Databases.
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Backing Up Your SQL Databases

File  Edit Miew Debug Tools Window Community  Help

P NewQuery | [y [BRUB S| B | W | B
ObjectBxplorer — + B X
Connect = ﬂ QE T E E
= LABW/ AWM THYRA421 (SOL Server 10,50, 2500028
= [ Databases

[ System Databases

(3 Database Snapshots
ij C1 FillersDeposits_2014_1 0_6794
[i C1 FillersLoans_2014 1 0 6794
[i C1_Fillershortgage_2014_1 0 6794
[i C1 Insurance_2014_1 0_A794
[i C1 _Organization_2014 1 0_6794
[i C1 Transaction_2014_1_0_6794
[i C1 User_2014 1 0_6794
[i WEFS Interface_Manager
[i WA S _RiskIDOFAC Check b
[ Security
[ Server Objects

= [ Renliratinn
14 m 3

EEEREEEEBREE

Ready

4. Right-click a ComplianceOne database, C1_Organizations_X_X_X_XXXX for instance, and select
Tasks, Back Up from the context menu.
List of SQL Database Files
C1_FillersDeposits_XXXX_X_X_XXXX
C1_FillersLoans_XXXX_X_X_XXXX
C1_FillersMortgage_XXX_X_X_XXXX
C1_Insurance_XXXX_X_X_XXXX
C1_Organization_XXXX_X_X_XXXX
C1_Transaction_XXXX_X_X_XXXX
C1_User_XXXX_X_X_XXXX

WKFS_Interface_Manager
WKFS_RiskIDOFACCheck

Note that each version of ComplianceOne updates the name of the database to include the version
number. XXXXX_X_X_XXXX is a place holder for the current version. For example, 2013_3_0_616.

5. From the lower Destination portion of the Back Up Database window, click the Add button.
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_' Back Up Database - C1_0Organization_2_1_0_2578

Backing Up Your SQL Databases

N (=l A
Seleclapage 6 Seript - L3 Help
2 General
& Ophi
& Options Source
Database: C1 _Ore
Recovery modsl: ISIMF'LE
Backup twpe: IFuII j
Backup compotent:
¥ Database
' Files and filegroups; I |
Backup zet
Mame: |E1_Drganization_2_1_D_25?8-Ful| Databasze Backup
Descriphion: I
Backup zet will expire:
0 After: Jo = daps
 On | 7+ 52009 =
-
Destination
Server X
APPSERVERNCOMPLISNCEQNME Back up ta: " Disk £ Tape \
Connectian: Add...
APPSERVER\&dministrator
. . . Eemove |
_i:ﬂ Wiew connection properties
[Contents |
Ready

o]

Cancel |

4

6. From the Select Backup Destination window, choose the backup device or browse to a folder
location using the ellipsis, ..., button. Note that you must backup to a local disk. You cannot

backup directly to a network or shared drive.
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Backing Up Your SQL Databases

¢ Locate Database Files - APPSERYER Y COMF - |EI|5|

Select the file:

=3 C
--1__] Documents and Settings
--1__] | netpub
&L INSTALLDIRZ
EI]__] Program Files
- cmak
-3 Common Files
--1__] Compliancelne
--1__] ComPlus Applications
--1__] Internet Explorer
-0 Microsoft SOL Server
..L_] an
..L_] a0
=3 MSSaLT

=3 M550L

|»

- Data

E-C Instal o
&3 LOG

--1__] Template Data

F-[ 0 Microsoft WSE

F-[_ 1 Microsoft MET

H- ] M5504F

- MExMLB.D

F- 1 Mettesting

H- 4 Naline Services j

Selected path: II:: “Prograrn FilestMicrosaft SOL ServerstSSEL 15455

g B g O g O g B g B e |

Filez of wpe: IBau:kup File=[* bak.; trn] j
File name: |E1_Drg_,'l><_><_><_.‘>¢¢¢<

k. Cancel

|
/

The choice of backup destination should be based on the SQL backup policy at your institution.
In the absence of a policy, you can backup to the default SQL folder location, C:\Program
Files\Microsoft SQL Server\MSSQL.1\MSSQL\Backup.

7. After choosing a location and typing in a backup filename, click OK twice to return to the Back
Up Database window. Your backup location should now be seen in the Destination window.
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Restoring your SQL Databases

' Back Up Database - C1_Organization_2_1_0_2578 - |EI|1|
Seeclapa e lt_s Script - L’_.l] Help
A General
“4 Options
- Source
D atabase: [ C1_Organization_2_1_0_2578 |
Recoverny model: IS IMPLE
Backup type: I Full j
Backup component:
o Database
£ Files and filegroups: I |
Backup set
Mame: IE'I _Organization_2_1_0_2578-Full D atabaze Backup
Degcnption: I
Backup zet will expire:
& After: ID = days
 on | 7/ /2009 =l
»
Destination
Server: L .
APPSERVERMCOMPLIANCEONE | I Back up to * Disk ' Taps
Connection: C:%Program FilesMicrozoft SOL ServerMSS AL 1WA SSOLAE ackuptC1_Drg_#_3
APPSERYE R\ Adminiztrator
. . . Bemove |
2 View connection properties
Lontents |
Feady
< 5
(] 4 | Cancel |
Y

8. Click OK to begin the backup and wait for the backup complete message. You can monitor
progress in the lower left corner. Click OK.

9. Repeat these instructions as needed for the other ComplianceOne databases.

Restoring your SQL Databases

These steps briefly describe for your information how to restore a database that has been backed
up. The procedures in place at your institution should be consulted if a database restoration is ever
required.

Note: When you restore, if there is an existing database of the same name, it will be
overwritten by the restored version of the database.

1. Open Microsoft SQL Server Management Express Studio by selecting Start, Programs,
Microsoft SQL Server [Version], SQL Server Management Studio or SQL Server Management
Studio Express.
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Restoring your SQL Databases

2. On the Connect to Server screen, select Windows Authentication from the drop down list.

E I.EDI'II'IEEII to Server EI

Microsoft: H':“ Mﬁ"m Server System

SQL Server 2005

Server type: I D atabaze Engine j

|ﬂPPSEHUEHREDMPLIﬂNEEDNE j

Server name:;

Authentication: WWindows Authentication
Uzer name: IM LT'wH A drimiztrator j
Bazzword: I

I” | Bemember password

Connect Cancel | Help Optiokiz >

3. Expand Databases.
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Restoring your SQL Databases

Eile  Edit Miew Debug Tools Window  Community

PR NewQuery | [y BB IR M |5 0 | B

Connect iﬂ @3 n TR S

=] Eﬁ Datahases
[ Systern Databases

[ Database Snapshots
C1 FillersDeposits_2014 1 0_6794
C1 FillersLoans_2014 1_0_6794
C1 Fillershortgage_2014 1 0_6794 |=
C1 Insurance_2014 1 0 6794
1 Organization_2014_1 0_6794
1 Transaction_2014 1 0_ 6794
C1 User 20141 0 6794
WEFS Interface_Manager
WIKFS RiskIDOFACCheck

[ Security

[ Server Objects

@ [ Renlicatinn

4

Ready

4. Right-click on the database you wish to restore and select Tasks, Restore, Database from the
context menu.
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Restoring your SQL Databases

. Restore Database - C1_Organization_2_1_0_2578 - |EI|1|

Seleclapa S Script - L’j Help
147 General
A4 Options

Destination for restare

Select or type the name of a new or existing database for your restore operation.

Ta database: IC‘I_Drganization_2_1_ﬂ_25?8 j
To a point in time: IMost recent possible |

Source for restare

Specify the zource and location of backup gets to restore.

' From database: I C1_Organization_2_1_0_2578 j

' From device: I _I

Select the backup sets to restare:
Restare | M ame Compahent | Typel Server
v C1_Organization_2_1_0_2578-Full Database Backup [Database Full  MLTWH*

Connection

Server
MLTWHYSOLEXPRESS

Connection:
a

24 View connection properties

Feady
I i
(] I Cancel |
4

In the lower window, select a backup file from the list. Make sure the Restore checkbox is
selected.

Select the From device option above it and click the ellipsis button to the right. Browse to the
database .bak file that matches the database you want to restore, click to highlight the file,
and click OK twice to return to the General page of the Restore Database screen. Select the
Restore checkbox.

5. Choose Options from the left hand pane and select the Overwrite the existing database
checkbox at the top.
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Locations of ComplianceOne Files

. Restore Database - C1_Transaction_2.0.3.2351 - IEllzl
59"35‘ dlES 5 Script - L’j Help

2 General
&4 Dptions

Festore options

[T Pressrve the replication setings
[ Prompt before restoring sach backup

[ Restict access o the restored database

Festore the databaze files as:

Original File Name I Restore Az I
C1_Tranzaction_2.0.3. 2351 C:%Program FileshMicrosoft SGL Servers... o |
C1_Tranzaction_2.0.3.2351_log C:%Program Files\Microzoft SOL Serveryh... |

Fecovery state

o Leave the database ready to use by roling back uncommitted transactions. Additional
Server: tranzaction logs cannot be restored [RESTORE WITH RECOVERY]
MLTWwWHASOLEXPRESS
Connection:

r Leave the database non-operational, and do not roll back uncommitted transactions. Additional
za tranzaction logs can be restored [RESTORE WITH NORECOYERY]

2% View connection properties

r Leave the database in read-only mode. Undo uncommitted transactions, but save the undo
actions in a standby file o that recovery effects can be reversed [RESTORE WITH STAMDEY]

Standby file: |

Feady

6. Click OK and the restoration will begin. Monitor your progress from the lower left window.
7. Click OK to return to the main page of the Microsoft SQL Server Management Studio Express.

8. Repeat to restore any other databases as needed.

Locations of ComplianceOne Files

In addition to the SQL databases used by ComplianceOne, the application server and related files

should be backed up on a routine basis. If you used the default installation path, the bulk of the
files are at or under:

C:\Program Files\ComplianceOne

Files found at this location include:

- Application executables and associated libraries
“ Databases
[ |

Interfaces. Note that some files for some interfaces may be located elsewhere, depending
upon the interface. Also, the third party interface vendor application files will be installed
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Locations of Interface Files

in their appropriate locations. You will need to consult your vendor interface
documentation for specific file locations.

Custom Documents. Note that custom documents should be reinstalled if necessary rather
than restore individual files.

Other application server locations include:
Organization folders at C:\Program Files\Common Files\WKFS Shared\Expere
DDS\Contexts\{0769EBE5-7BE1-497F-B8A4-2C11AF48D73D}\0rganizations and C:\Program

Files\Common Files\WKFS Shared\Expere DDS Deposit\Contexts\{0769EBE5-7BE1-497F-B8A4-
2C11AF48D73D}\Organizations

Web services folders under C:\Inetpub\wwwroot
Log files at C:\Documents and Settings\All Users\

Note that if your ComplianceOne databases reside on a database server separate from the
application server, you will need to back up the database server in addition to backing up the
application server.

Locations of Interface Files

Mortgagebot

Additional Interfaces
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How to Contact Us

There may be situations where you provide or are asked to provide data to Wolters Kluwer
Financial Services for assistance in troubleshooting, implementation, or the delivery of professional
services. When doing so, do not provide actual live data of your customers. Provide sample, fake
data that is representative of the issue you are experiencing.

Software Notification Service Now Available

Customers who subscribe to the Software Notification Service will receive notifications for many of
our software products when updates are made available on our Software Support Web site at
http://Support.WoltersKluwerFS.com

To subscribe to this service, visit http://Alerts.WoltersKluwerFS.com and enter your valid e-mail
address. A link to your personal profile page is then e-mailed to you allowing you to specify your
profile information and subscription preferences.

To ensure you receive this e-mail as well as future communications, make sure to add
@wolterskluwer.com and @wolterskluwerfs.com to your safe senders list.

Support Web Site

Visit our Software Support Web site for documentation, downloads, frequently asked questions,
training, or support information at the following location: Support.WoltersKluwerFS.com

Internet
Also you can visit us on the Internet at www.wolterskluwerfs.com.

E-Mail
E-mail questions or issues to: ComplianceOneSupport@WoltersKluwer.com

Questions related to the installation process may be sent to
ComplianceOneTechSupport@wolterskluwer.com

Phone
You can telephone our SupportLine technicians at 1-800-274-2711, ext. 1123660. Our support staff
is available Monday through Friday, 7 A.M. to 7 P.M. CST. Voice mail operates continually, allowing
you to leave us a message after hours and on weekends. To help us handle your question as quickly
as possible, have these items available before you call:

product name and version number

customer number

operating system and version number; service pack numbers, if installed

Fax
You may fax us at (320) 323-4848.
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How to Contact Us

About Wolters Kluwer Financial Services - Whether complying with regulatory requirements or
managing financial transactions, addressing a single key risk, or working toward a holistic
enterprise risk management strategy, Wolters Kluwer Financial Services works with more than
15,000 customers worldwide to help them successfully navigate regulatory complexity, optimize
risk and financial performance, and manage data to support critical decisions. Wolters Kluwer
Financial Services provides risk management, compliance, finance and audit solutions that help
financial organizations improve efficiency and effectiveness across their enterprise. With more
than 30 offices in 20 countries, the company’s prominent brands include: AppOne®, ARC Logics®,
AuthenticWeb™, Bankers Systems, Capital Changes, CASH Suite™, FRSGlobal, FinArch,
GainsKeeper®, NILS®, TeamMate®, Uniform Forms™, VMP® Mortgage Solutions and Wiz®.
Wolters Kluwer Financial Services is part of Wolters Kluwer, a leading global information services
and solutions provider with annual revenues of (2013) €3.6 billion ($4.7 billion) and
approximately 19,000 employees worldwide. Please visit our website for more information.

Wolters Kluwer Financial Services
6815 Saukview Drive

St. Cloud, MN 56303
Toll-free: 800.274.2711

To learn more visit WoltersKluwerFS.com.

© 2013 Wolters Kluwer Financial Services, Inc. All Rights Reserved.
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